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Document Conventions

The following table lists the text conventions that are used throughout this guide.

TABLE 1 Text Conventions

Convention Description Example
monospace Identifies command syntax examples device (config)# interface ethernet 1/1/6
bold User interface (Ul) components such On the Start menu, click All Programs.

as screen or page names, keyboard
keys, software buttons, and field
names

italics Publication titles Refer to the RUCKUS Small Cell Release Notes for more information.

Notes, Cautions, and Safety Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential hazards.

NOTE
A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

ATTENTION
An ATTENTION statement indicates some information that you must read before continuing with the current action or task.

CAUTION
A A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware, firmware,
software, or data.

DANGER
A A DANGER statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you. Safety labels are
also attached directly to products to warn of these conditions or situations.

Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.

RUCKUS SmartZone 300 and Virtual SmartZone-High Scale Administrator Guide, 5.2.2
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Convention Description
italic text Identifies a variable.
[] Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|y]|z} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select one of the options.
x|y A vertical bar separates mutually exclusive elements.
<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input, enter the entire command at
the prompt without the backslash.

Document Feedback

RUCKUS is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to RUCKUS at #Ruckus-Docs@commscope.com.

When contacting us, include the following information:
e  Document title and release number
] Document part number (on the cover page)
e Page number (if appropriate)
For example:
e  RUCKUS SmartZone Upgrade Guide, Release 5.0
e Part number: 800-71850-001 Rev A
e Page?

RUCKUS Product Documentation Resources

Visit the RUCKUS website to locate related documentation for your product and additional RUCKUS resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate the documentation by
product or perform a text search. Access to Release Notes requires an active support contract and a RUCKUS Support Portal user account. Other
technical documentation content is available without logging in to the RUCKUS Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckuswireless.com.

Online Training Resources

To access a variety of online RUCKUS training modules, including free introductory courses to wireless networking essentials, site surveys, and
products, visit the RUCKUS Training Portal at https://training.ruckuswireless.com.

RUCKUS SmartZone 300 and Virtual SmartZone-High Scale Administrator Guide, 5.2.2
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Contacting RUCKUS Customer Services and Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on their RUCKUS
products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the RUCKUS Support Portal using https://

support.ruckuswireless.com, or go to https://www.ruckuswireless.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access the self-service
resources, use the following criteria:

e  Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a Case section.

e  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be available. Go to
the Open a Case section.

e  Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the Self-Service
Resources section.

e  Priority 4 (P4)—Low. Requests for information, product documentation, or product enhancements. Go to the Self-Service Resources
section.

Open a Case

When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get help:
e  Continental United States: 1-855-782-5871
e Canada: 1-855-782-5871

e  Europe, Middle East, Africa, Central and South America, and Asia Pacific, toll-free numbers are available at https://
support.ruckuswireless.com/contact-us and Live Chat is also available.

e Worldwide toll number for our support organization. Phone charges will apply: +1-650-265-0903

We suggest that you keep a physical note of the appropriate support number in case you have an entire network outage.

Self-Service Resources
The RUCKUS Support Portal at https://support.ruckuswireless.com offers a number of tools to help you to research and resolve problems with your
RUCKUS products, including:
e  Technical Documentation—https://support.ruckuswireless.com/documents
e Community Forums—https://forums.ruckuswireless.com/ruckuswireless/categories
e  Knowledge Base Articles—https://support.ruckuswireless.com/answers
e  Software Downloads and Release Notes—https://support.ruckuswireless.com/#products_grid
e  Security Bulletins—https://support.ruckuswireless.com/security
Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting analysis if you still

require assistance through a support case or RMA. If you still require help, open and manage your case at https://support.ruckuswireless.com/

case_management.
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About This Guide

° What's New in This Document

What's New in This Document

TABLE 2 Summary of Enhancements in SmartZone Release 5.2.2

Feature

Description

Location

ZoneDirector to SmartZone Migration

Limitation in the number of AP's
migrated from ZoneDirector to
SmartZone.

Refer to ZoneDirector to SmartZone
Migration on page 532 for more
information.

Warning Message for access core
operation

Added a note mentioning the warning
message.

Refer to Configuring the Control
Plane on page 155 for more
information.

Limit the number of configuration backup
generated on the system

Added a note mentioning the message.

Refer to Backing up Cluster
Configuration on page 539

Authentication Fails for carrying out "Test
AAA" login

Added a note mentioning the message.

Refer to Creating a WLAN
Configuration on page 275
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Setting Up the Controller for the First Time

The controller must first be set up on the network.

NOTE
Setting up the controller is described in the Getting Started Guide or Quick Setup Guide for your controller platform.

For information on how to set up the controller for the first time, including instructions for running and completing the controller's Setup Wizard,
see the Getting Started Guide or Quick Setup Guide for your controller platform.

NOTE

While deploying vSZ, iSCSI must be used for block storage and make the hosts see everything as Direct-attached storage (DAS) for real-
time database access/synchronisation as it requires lower latency and a high number of r/w transactions. Due to higher r/w latency, SAN
and NAS might not be suitable for vSZ deployment.

You can deploy vSZ and vSZ-D via vCenter 6.7 on ESXi. Some of the new features (for example, location based services, rogue AP detection, force
DHCP, and others) that this guide describes may not be visible on the controller web interface if the AP firmware deployed to the zone you are
configuring is earlier than this release. To ensure that you can view and configure all new features that are available in this release, Ruckus
recommends upgrading the AP firmware to the latest version.

Logging On to the Web Interface

Before you can log on to the controller web interface, you must have the IP address that you assigned to the Management (Web) interface when
you set up the controller on the network using the Setup Wizard.

Once you have this IP address, you can access the web interface on any computer that can reach the Management (Web) interface on the IP
network.

Follow these steps to log on to the controller web interface.
1. Onacomputer that is on the same subnet as the Management (Web) interface, start a web browser.

Supported web browsers include:
e Google Chrome 47 and later (recommended)

e  Safari 7 and later (Mac OS)

RUCKUS SmartZone 300 and Virtual SmartZone-High Scale Administrator Guide, 5.2.2
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e Mozilla Firefox 44 and later
e Internet Explorer 11 and later

e  Microsoft Edge

In the address bar, type the IP address that you assigned to the Management (Web) interface, and then append a colon and 8443 (the
controller's management port number) at the end of the address.

For example, if the IP address that you assigned to the Management (Web) interface is 10.10.101.1, then you should enter: https://
10.10.101.1:8443

NOTE

The controller web interface requires an HTTPS connection. You must append https (not http) to the Management interface IP
address to connect to the web interface. If a browser security warning appears, this is because the default SSL certificate (or
security certificate) that the controller is using for HTTPS communication is signed by Ruckus and is not recognized by most web
browsers.

The controller web interface logon page appears.

Log on to the controller web interface using the following logon details:
e  User Name: admin
e  Password: {the password that you set when you ran the Setup Wizard}

Click Log On.

The web interface refreshes, and then displays the Dashboard, which indicates that you have logged on successfully.

Web Interface Features

The web interface is the primary graphical front end for the controller and is the primary interface

You can use it to:

20

Manage access points and WLANs

Create and manage users and roles

Monitor wireless clients, managed devices, and rogue access points
View alarms, events, and administrator activity

Generate reports

Perform administrative tasks, including backing up and restoring system configuration, upgrading the cluster, downloading support,
performing system diagnostic tests, viewing the status of controller processes, and uploading additional licenses (among others)
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FIGURE 1 Controller Web Interface Features
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The following table describes the web interface features.

TABLE 3 Controller Web Interface Features

Feature Description
Main Menu Lists the menus for administrative task.
Tab Page Displays the options specific to the selected menu.

Content Area

Header Bar

Displays tables, forms, and information specific to
the selected menu and tab page.

Displays information specific to the web interface.

Action

Select the required menu and sub-menu.
Select the required tab page.

View the tables, forms and information specific to the selected menu,
sub-menu and tab page. Double-click an object or profile in a table, for
example: a WLAN, to edit the settings.

Select the required option (from left to right):
. Warning—Lists the critical issues to be resolved.
. System Date and time—Displays the current system date and
time.
. Refresh—Refreshes the web page.
. Global filter—Allows you to set the preferred system filter.
. My Account link—Allows you to:

- Change password

- Set session preference

- View account activities such as login information and
privilege changes

- Log off

. Online Help—Allows access to web help.

You can also use the E icon to expand and shrink the main menu. Shrinking the main menu increases the size of the content area for better

readability and viewing.

RUCKUS SmartZone 300 and Virtual SmartZone-High Scale Administrator Guide, 5.2.2
Part Number: 800-72760-001 Rev A

21



Navigating the Dashboard
Changing the Administrator Password

Changing the Administrator Password

Follow these steps to change the administrator password.

1. From the Header bar, click admin and select Change Password. The following window appears.

FIGURE 2 Change Password Form

Change Password

* Old Paszword:
* Mew Password:

* iConfirm Password:

ome [

2. Enter:
e 0Old Password—Your current password.
e New Password—Your new password.

e  Confirm Password—Your new password.

3. Click Change, your new password is updated.

Setting User Preferences

You can configure the language in which the user interface must appear, and also customize the session tie for the interface.

1. From the Header bar, click admin.
2. Select Preferences from the drop-down menu.

The User Preferences page appears.

3. In Session Timeout Setting, enter the duration the web interface session must last for, in minutes.
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4. InLanguage, select the language that you want to view the web interface in.

he following languages are supported:

Spanish

Brazilian Portugese
French

German

Italian

Russian

Simplified Chinese
Traditional Chinese
Korean

Japanese

FIGURE 3 User Preferences

User Preferences

Session Timeout Settings: inutes (1-1440)
Language: lE”EUSh v

Logging Off the Controller

You must be aware of how to log off the controller using the web interface and the CLI.

1. From the Header bar, click admin and select Log off.

The following message appears: Are you sure you want to log off?

2. Click Yes.

The controller logs you off the web interface and the logon page appears.

You have completed logging off the web interface.

You can also use CLI commands to shutdown the controller.

Navigating the Dashboard
Logging Off the Controller

To shutdown the controller gracefully, use the following command: shutdown and specify the number of seconds before controller shutdowns.

To shutdown the controller immediately, use the following command: shutdown now. The controller will shutdown in 30 seconds.
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Configuring Global Filters

The Global filter setting allows you to set your preferred system filter.

Global filters allow the administrator to define a system scope or system context that applies to all pages of the system as they navigate to different
menus. For example, if your system includes 5 zones, but you want to view Zonel and Zone2 only, you can create and apply such a filter. As you
navigate throughout the system, the view will be restricted to show only the data, objects, and profiles contained within Zones 1 and 2.

To set the global filter:
1. From the Header bar, click Filter setting a The below figure appears.
FIGURE 4 Global Filter Form

Global Filter - default x

Hame: | default

zonel3

>

AR KA |

2. Select or clear the required system filters and click
e  Save—To save the filter settings with the default group.

e  Save As—To save the filter settings as a new group. The below figure appears. Enter a new name for the group and click OK.
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FIGURE 5 New Name Form

Input an new name for global filter.
I

NOTE

You can delete the filter setting. To do so, click the Filter o setting button. The Global Filter form appears, click Delete.

Warnings and Notifications

This section explains about warnings and notifications.

Warnings

Warnings are displayed in the Miscellaneous bar. They are issues which are critical in nature. Warnings cannot be removed or acknowledged unless
the critical issue is resolved.

FIGURE 6 Sample Warning Message

A Mode CP1 is out of service >

A list of warning messages that appear are as follows:
e Default 90-day support expiring soon
e  System support expiring soon
e System support has expired
e Default 90-day AP license expiring soon
e  Default AP license has expired
e Default 90-day RTU license expiring soon
e  RTU has expired
e AP Certificate Expiration
e Node Out of Service
e  Cluster Out of Service

e VM Resource Mismatch
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e  Suggested AP Limit Exceeded

e AP/DP version mismatch

Setting Global Notifications

Notifications are integrated with existing alarms and they are displayed only when a notification alarm exists and is not acknowledged by the
administrator. Notifications can be viewed from the Content area. Administrators can acknowledge the notification by either:

e  (learing the alarm

e Acknowledging the Alarm
For more information, refer to the “Managing Alarms and Events” chapter.

Alarm severity are of three types:

. Minor
e  Major
e  (Critical

The administrator can change the alarm severity shown on the dashboard. To do so:

1. From the Notifications area, Click the Setting {:' button. The Settings - Global Notification form appears.
2. From the Lowest alarm severity drop-down, select the required severity level.

3. Click OK. Notifications corresponding to the selected alarm severity and severity above it are displayed in the Notification area of the
Dashboard.

Health and Maps

The Health dashboard gives you a very high-level overview of wireless devices such as cluster, AP and clients, and wired devices such as ICX
switches. For wireless devices, it displays a world map view using Google Maps, which provides a global view of your SmartZone-controlled wireless
network deployments.

You must click Wireless or Wired in the dashboard to view the respective devices.

The status bar at the top of the Health dashboard contains an iconic representation of the total Cluster, AP and Client counts for the entire system.
This information can be filtered to display a single zone, AP group, or venue using the drop-down filter menu. You can also customize the dashboard
layout and threshold settings using the Settings (gear) icon.
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FIGURE 7 Health Workspace area
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Performance Connection Failure

The Wired devices section provides information about the health of the switch and the traffic it handles.

For more information on customizing the information displayed on the Health dashboard, see the “Customizing Health Status Thresholds” section.

Understanding Cluster and AP Health Icons

The Health dashboard status bar displays the following Cluster and AP information using three colored icons to denote the number of APs/clusters
currently in that state.

The icons for both Cluster and AP status overviews are represented by the following color coding scheme:

. (Green): Online

. (Orange): Flagged

. B(Red): Offline

Online and Offline status are self-explanatory. "Flagged" status is user-defined. You can customize the thresholds at which an AP or cluster enters
"flagged" state using the Settings (gear) icon in the status bar. For more information, see Customizing Health Status Thresholds on page 27.

Customizing Health Status Thresholds

You can customize the way SmartZone categorizes and displays clusters and APs shown in “Flagged Status” in the status bar.
To customize the Health dashboard, click the Settings (gear) icon. In the Settings - Health Dashboard form, click the Cluster Status or AP Status tab,
and configure the following:

e  Cluster Status: Configure CPU, hard disk and memory usage percentages above which the cluster will be marked as flagged status.

e AP Status: Configure the criteria upon which APs will be flagged. For more information, see the “Customizing AP Flagged Status
Thresholds” section.
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FIGURE 8 Setting Cluster Health Status Thresholds
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Customizing AP Flagged Status Thresholds

Use the following procedure to customize when APs will be marked as "flagged" on the Health dashboard status bar.

28

1.
2.
3.

Click the Gear icon on the Health dashboard.

The Settings - Health Dashboard form appears. Click the AP Status tab.

Select the behavior of flagging policies when applying changes to parent or child groups:

e Apply the change to all child groups

e Apply the change if child group settings already match the parent group

Configure thresholds above which APs will be marked as "flagged" for the following criteria:
° Latency

e  Airtime Utilization

e  Connection Failures

e  Total connected clients

Configure the radio (2.4 / 5 GHz) from the drop-down menu and select the level (system, zone, AP group) at which you want to apply the
policy, and configure the Sensitivity control for the threshold (Low, Medium, High). Setting the Sensitivity level to Low means that an AP

must remain above the threshold for a longer period of time before it will appear in the flagged category, while a High sensitivity means

that APs will more quickly alternate between flagged and non-flagged status.
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6. Click OK to save your changes.

FIGURE 9 Configuring AP Flagged Status Thresholds
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SCI Thresholds for each AP

The following are the thresholds from SCI for each AP.

The below thresholds provided is based on per AP model.

TABLE 4 SCI Thresholds

Threshold

Navigating the Dashboard

b= Zhow Threshold
P Zhow Threshold
B 3how Threshold

W Hide Threshold

Mediom ¥
Mediom ¥

Mediuvm ¥

-

Mediom ¥

wn
4
g
2
F
H v

Health and Maps

Resource Low Threshold Normal Threshold Range High Threshold Range
CPU Less than 25% Between 25% to 75% Greater than 75%
Memory Less than 2GB Between 2GB to 8GB Higher than 8GB
Hard Disk Less than 50GB Between 50GB to 100GB Higher than 100GB
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Using the Health Dashboard Map
Use the Google Maps view just as you would normally use Google Maps - including zoom, satellite view, rotate and even street view icons. You can

customize the AP icon information displayed on the map using the tools in the upper-right hand corner.

Use the Settings (gear) icon to configure the information displayed in tooltips when hovering over an AP on the map. You can also change the view
mode altogether, from map view to Groups, Control Planes or Data Planes view mode using the settings menu. Additionally, you can also select the
check-box to show mesh links. These links appear as dotted lines. If you hover over the mesh link on the map, a pop-up appears displaying more

information such as the following:
e Uplink AP: displays the IP address of the uplink AP to which the wireless client sends data

e Downlink AP: displays the IP address of the downlink AP from which data is sent back to the wireless client

e SNR (Uplink): displays the signal-to-noise ratio in the uplink path

e SNR (Downlink): displays the signal-to-noise ratio in the downlink path

e  Bytes (Uplink): displays the bytes of data transferred from the client to the uplink AP

e  Bytes (Downlink): displays the bytes of data transferred from the downlink AP to the client

e  Connected Since: displays the date and time when the mesh connection was established

Bytes (Uplink) and Bytes (Downlink) are aggregate counters for the mesh connection since the start of that mesh connection. If the mesh link is
broken and restarts, the counter restarts. If the mesh AP connects to a different mesh root or uplink, the counter restarts.

FIGURE 10 Mesh Link Details
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You can view and identify APs with the same GPS. If you hover over and click the clustered marker of AP on the map, a pop-up appears displaying
more information such as the following:

e AP MAC: Displays the MAC address of the AP
e AP Name: Displays the name assigned to the access point

e Status: Displays the status of the AP such as Online or Offline

FIGURE 11 AP Details
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Performance Connection Failure

You can also select the Google Map API key to use the Maps service with the application.
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FIGURE 12 Configuring map settings
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NOTE
In order for your venues to appear on the world map, you must first import a map of your site floorplan.

Configuring the Google Map API Key Behavior

The Google Maps feature in the controller application works based on API interaction between the application and the Maps service hosted by
Google. By default, these APIs are commonly available without the need for an API key but sometimes, you might have to generate a key.

If Google Maps do not display properly in the absence of an API key, or when the API usage exceeds the daily limit, then an API key needs to be
generated to ensure the map displays all the elements properly.

You would also have to generate an API key if you encounter errors such as

MissingKeyMapError
or

NoApiKeys
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FIGURE 13 Health dashboard view when API key is not available
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Google Maps are not working due to an APl key problem. If this problem persists, you may need to add a custom APl key.

Google Maps feature is not available, you may pick an option belovs:

r Switch to Group Topology View

¢ Configure the Google APl Key

Clicking Configure the Google API Key directs you to the Google Map API Key tab, where you can manage the Google Map API Key behavior.

All administrators of the system can use the same API key, or apply a unique API key per administrator. Allowing an API key per administrator
enables more flexibility when API usage is high, or in circumstances when each tenant must use their own API key.

Follow these steps to configure the Google Map API Key behavior.

Launching the application displays the Dashboard menu, by default.
In Health, the map view appears if you are connected to a network. If you are not, then you might see the following screen and would have to view
your network deployment as a topology diagram.

FIGURE 14 No Map View

Health zcuwser 5AP @ Client System v o

Google Maps are not working due to an API key problem. If this problem persists, you may need to add a custom AP] key.
Google Maps feature is not available, you may pick an option below:
& Switch to Group Topology View

¢ Configure the Google API Key

Performance Connection Failure

If you click the Switch to Group Topology View, a topology diagram similar to the following figure is displayed.
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FIGURE 15 Topology View
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From the map view in Health, click the Settings (gear-shaped) icon.

The Settings-Map page appears.

FIGURE 16 Google Map API Key Options
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From the Display tab, you can choose the mode in which you want to view your network deployment.

Click the Google Map API Key tab.

From the Google Map API Key Options, select one of the following:

Option
Use Google Map without a key

Use the key below to display
Google Map

NOTE

Description
Allows you to use the Google map feature without an API key.

Allows you to enter an API key which you already have to use the Google map feature. If you do not
have a pre-existing API key, you can generate one by following the instructions in the Get a Google
API Key link.

The Google API Console is a platform on which you can build, test, and deploy applications. To use Google Maps API, you must
register your application on the Google API Console and generate a Google API key which you can add to the application. For
more information, see https://developers.google.com/maps/documentation/javascript/tutorial

If you already have a Google APl Map Key, type the key to establish a connection with Google Maps.

Select Apply this setting to all users to apply the configuration settings to all users in the network deployment.
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5. Click OK.
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You have successfully configured the Google Map API Key options for your network deployment.

Viewing AP Performance

Click the Performance tab to analyze the following parameters:

e Llatency - Average time delay between an AP and connected clients.

e Airtime Utilization - Percent of airtime utilized, by radio. Clicking Airtime Detail displays a pie chart that depicts a detailed breakup of the
reception and transmission percentages (Rx and Tx) against parameters such as Data, Management, Unicast, Multicast, Interference and

Network Load. Following are the statistics that are evaluated:

TABLE 5 Airtime Utilization Statistics

Total
RxLoad
RxInt
TxSuccess
TxFailed
NonWifi
RxTotal
RxMgmtU
RxMgmtB
RxDataU
RxDataB
TxTotal
TxMgmtU
TxMgmtB

Total Airtime under observation

Airtime spent in receiving frames destined to AP in Micro seconds

Airtime spent in receiving frames NOT destined to AP in Micro seconds

Airtime spent in transmitting frames successfully in Micro seconds

Airtime spent in transmit failed in Micro seconds

Airtime where CCA is busy in Micro seconds

Same as RxLoad or sum of Rx (Mgmt Unicast + Mgmt Bcast + Data Unicast + Data Bcast)
Airtime spent in receiving Management Unicast frames in Micro seconds

Airtime spent in receiving Management Broadcast frames in Micro seconds

Airtime spent in receiving Data Unicast frames in Micro seconds

Airtime spent in receiving Data Broadcast frames in Micro seconds

Same as TxSuccess or sum of Tx (Mgmt Unicast + Mgmt Bcast + Data Unicast + Data Bcast)
Airtime spent in transmitting Management Unicast frames in Micro seconds

Airtime spent in transmitting Management Broadcast frames in Micro seconds
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FIGURE 17 Sample Airtime Utilization Pie Chart

Ax Data

R Mgmt:
%
L
Data
25%

5
T:

e (Capacity - Measurement of potential data throughput based on the recent air-time efficiency and the performance potential of the AP
and its currently connected clients.

You can view the parameters based on specific:
e Duration: 1 hour, 24 hours, 7 days, and 14 days
e  Radio: 2.4 GHz, 5GHz
The parameters are displayed as Graphs and Bar Charts. When you hover over the graph you can view the Date and Time, Median, Likely Range,

Min-Max Range of the parameters. To view specific information on the graph, click and drag the portion. The selected portion would zoom in. To
restore to normal view, click the Reset zoom button.

To display specific information, click the settings button. The Settings - Performance window pops up. In Show top, enter the number of APs to be
analysed and choose the AP identity display.
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Viewing AP Connection Failures

Click the Connection Failure tab to analyze the following parameters
e  Total - Measurement of unsuccessful connectivity attempts by clients
e Authentication - Measurement of client connection attempts that failed at the 802.11 open authentication stage
e  Association - Measurement of client connection attempts that failed at the 802.11 association stage
e  EAP - Measurement of client connection attempts that failed during and EAP exchange
e  RADIUS - Measurement of RADIUS exchanges that failed due to AAA client/server communication issues or errors
e DHCP - Measurement of failed IP address assignment to client devices
You can view the parameters based on specific:
e Duration: 1 hour, 24 hours, 7 days, and 14 days
e  Radio: Total, 2.4 GHz, 5GH
The parameters are displayed as Graphs and Bar Charts. When you hover over the graph you can view the Date and Time, Median, Likely Range,

Min-Max Range of the parameters. To view specific information on the graph, click and drag the portion. The selected portion would zoom in. To
restore to normal view, click the Reset zoom button.

To display specific information, click the Settings button. The Settings - Performance window pops up. In Show top, enter the number of APs to be
analysed and choose the AP identity display.

Viewing Switches on the Dashboard

The wired dashboard displays detailed information about the health of the switch and displays charts illustrating traffic trends.
1. From the SmartZone interface, click Dashboard in the navigation pane.
The Dashboard page is displayed.
2. Click Wired.
The Wired page is displayed.
3. Click the Gear icon on the Health dashboard.
The Settings-Health Dashboard page is displayed.
4. Click the Display tab.
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5. From the View Mode, select either Topology or Port view to be displayed on the dashboard.

FIGURE 18 Showing Wired Devices Using Port View Mode
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In the port view mode, the Health pane displays the number of switches that are online, offline, and flagged.

The Health pane also displays the number of ports for each port speed (1 Gbps, 2.5 Gbps, 10 Gbps, and so on) or all the ports, and
indicates the status of the ports (Up, Down, Down by Admin, Down Total, and Up Total).

The Traffic Analysis pane displays the following information:

e  Total Traffic Trend

e  Top Switches By Traffic

e  Top Switches By Port Error
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e  Top Switches by PoE Utilization (watt)

FIGURE 19 Showing Wired Devices Using Topology View Mode
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In the topology view mode, the Health pane consists of a filter combo box to display domain, sub-domain and switch group in the
topology view. The Show AP button can be turned on or off to view either the switch or a combination of switch and AP, and Search box
to search AP or switch based on the device name and MAC address. If you pause the pointer on a link in the topology view, the
highlighted link shows the port and LAG information. If you pause the pointer on a device, the highlighted device shows device
information such as name, model, MAC address, and IP address (for the switch only).

NOTE
The Health dashboard refreshes automatically every 15 minutes to show the latest topology view.

FIGURE 20 Showing Elements on the Health Dashboard
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Traffic Analysis

You can analyze network traffic for APs, WLANs and clients.

From the traffic analysis tab, you can choose to analyze data using the following filters:

Channel Range

-  Total
- 2.4GHz
- 5GH:z
Throughput

—  TX+RX—Number of bytes sent and received
—  TX—Number of bytes sent
—  RX—Number of bytes received

Group

The parameters are displayed as Graphs and Bar Charts. When you hover over the graph you can view the Date and Time, Median, Likely Range,

Min-Max Range of the parameters. To view specific information on the graph, click and drag the portion. The selected portion would zoom in. To

restore to normal view, click the Reset zoom button.

Configuring Traffic Analysis Display for APs

Using traffic analysis you can measure the total volume of traffic sent or received by an Access Point (AP).

You can view historical and real-time data of the AP. Throughput and the number of clients connected to the AP are displayed in a bar chart. You can

view the count of AP model details supported on the system in a pie chart. You must configure the AP settings to view its traffic analysis.

40
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To configure the AP settings:

1. From the Access Points area, click settings {:'

The AP setting form displays.

FIGURE 21 AP Settings Form
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In the Show top box, enter the number of APs for which the traffic must be analyzed. Range: 5 through 20.
Select the Type radio button for the type of display you want to view. The choices are Chart or Table.
Select the AP identification option to be displayed. The choices are Name, MAC, or IP.

From the drop-down, select the required display layout. The choices are Horizontal Layout or Vertical Layout.

o v A~ w N

Select or clear the required options that must be displayed in the Content area.
a) Topology—To view the location map.

b) Bytes—To view the location map.

c) Clients—To view the location map.

d) AP Models—To view the location map.
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7. Select the following mouse-scroll behavior when you point the mouse over a map.

a) Zoom
b) Scroll
8. Click OK.

Configuring Traffic Analysis Display for WLANs
Using traffic analysis you can measure the total volume of traffic sent or received by WLANs.

You can view historical and real-time data of the WLANs. Throughput and the number of clients connected to the WLANSs are displayed in a bar
chart. You must configure the WLAN settings to view its traffic analysis.

To configure the WLAN settings:

1. From the WLAN area, click settings a

The WLAN settings form displays.

FIGURE 22 WLAN Settings Form
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In the Show top box, enter the number of WLANSs for which the traffic must be analyzed. Range: 5 through 20.
Select the Type radio button for the type of display you want to view. The choices are Chart or Table.

Select the WLAN identification option to be displayed. The choices are Name or SSID.

vk N

Click OK.

Configuring Traffic Analysis Display for Top Clients

Using traffic analysis you can measure the total volume of traffic sent or received by clients.

Using traffic analysis you can measure the total volume of traffic sent or received by Clients. You must configure the Client settings to view the traffic
analysis. You can view historical and real-time data of the Clients. The chart displays:

e  Bytes—Frequency and number of clients connected to the AP

e 0OS Type—Types of OS the associated clients are using

e Application—Throughput the applications use
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To configure the Client settings:

1. From the WLAN area, click settings ﬂ'

The Client settings form displays.

FIGURE 23 Client Setting Form
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In the Show top box, enter the number of Clients for which the traffic must be analyzed. Range: 5 through 20.
Select the Type radio button for the type of display you want to view. The choices are Chart or Table.

Select the WLAN identification option to be displayed. The choices are Name, MAC, or IP.
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Click OK.

SmartCell Insight Report on Actual Traffic Rate for APs and Client

SmartZone (SZ) reports the total traffic statistics at an interval of every three minutes or 15 minutes to SmartCell Insight (SCl).

For traffic rate calculation, SCI divides the total traffic by time. But, this is not sufficient to accurately calculate airtime efficiency, as APs may not be
sending or receiving the traffic all the time in the 15 minute interval. In other words, the SCI reporting of traffic rate needs to be across two
dimensions:

1. Traffic Over Time: This is the current metric, and effectively captures how much traffic was sent or received over a period of time. The
goal of this metric is to capture traffic, so that network operators can identify how much the network is being used in a time period.

2. Traffic Efficiency: This is the new metric, and effectively captures how much airtime was required to send receive traffic over time. The
goal of this metric is to capture traffic efficiency, so that network operators can identify network performance in a time period.

To accomplish the efficiency calculation, information about both traffic and airtime usage (Tx,Rx, and busy), are measured as counters in a reporting
interval. For SCI to do this, SZ will send the following information to SCI at the AP level.
e  Total traffic Uplink and downlink time
e  Total Tx Time: How much time did the AP spend transmitting traffic
e  Total Rx Time: How much time did the AP spend receiving traffic for the AP's basic service set identifier (BSSIDs)
e  Other Rx Time: How much time did the AP spend receiving broadcast traffic and traffic for other BSSIDs
NOTE

The reason for this metric is to distinguish between AP traffic and environmental traffic, where environmental traffic does affect
airtime availability, but is not incorporated into the traffic efficiency calculation.
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Traffic Analysis

Total Tx/Rx Time: How much time did the AP spend receiving and sending traffic in total for its BSSIDs

Idle Time: How much time did the AP spend idle

SZ will send the following information to SCI at the Client level.

44

Total traffic Uplink and downlink time
Total Tx Time: How much time did the client spend transmitting traffic
Total Rx Time: How much time did the client spend receiving traffic for the AP's basic service set identifier (BSSIDs)

Total Tx/Rx Time: How much time did the client spend receiving and sending traffic in total for its BSSIDs
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Viewing System Settings
You can view the system information such as the controller version, firmware version, license information, control and data plane details from the
General Settings tab.
To view the system settings, from the left pane, select System > General Settings > About. The following system information is displayed:
e  Controller Version
e Control Plane Software Version
e  Data Plane Software Version
e AP Firmware Version (hover over the field to see the firmware type)
e  Cluster Name
e Number of Planes
e  System Name
e  System Uptime
e Serial Number
e  System Capacity of Cluster
e  3GPP Tunneling License
e AP Capacity License
e AP Direct Tunnel License

e  Data Plane Capacity License
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Configuring General Settings
Viewing System Settings

FIGURE 24 General Settings - SZ300

‘About Time Syslog Northbound Data Streaming ~ WISPT Northbound Interface ~ SNMP Agent  SMTP. FTP SMS Node Affinity. Gateway Advanced Location Service
System Info
Contraller Version: 5100484
Control Plane Software Version: 5.1.0.0.44
Data Plane Software Version:  5.1.0.0.484
AP Firmware Version 5100580
System Summary
Cluster Name: sz30063
# of Planes (ControData): 274
System Name: NODE-63
system Uptime:
Serial Number: 121737000019
System Capacity of Cluster: Total Capacity: ches
Connected AP:
Connected Switch:
Remaining AP
Remaining Switch:
License Summary
36PP Tunneling License 1200000
(ConsumedrTota:
AP Capacity License 420
(Consumed/Tota):
AP Direct Tunnel License: 110001
(ConsumedTotal: v
About | Time | Sysg | CloudServices | Northbound DataStreaming | WISPrNorthcound Interface | SNMPAgent | SMTP | FTP | SMS | GatewayAdvanced | Location Sevice %
System Info

Control Plane Saftware Version:

AP Firmware Version:

System Summary
Cluster Name:

¥ of Planes (ContraliDatal:
System Hame:

System Uptime:

Serial Hurber

System Capacity of Cluster

Templates

Remaining AP:

Remaining Switch:

License summary

367F Tunneling
(ConsumedTat.

AP Direct T
{Consum

Data Pla
{Consum

NOTE
For the SZ300 and vSZ-H platforms, the AP to switch ratio is 5:1. For more details, refer to SmartZone Upgrade Guide and Virtual
SmartZone Getting Started Guide.
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Configuring System Time

Configuring General Settings
Configuring System Time

The controller has three external Network Time Protocol (NTP) servers that are used to synchronize the time across Access Points, Cluster nodes,

and vDPs.

NOTE

The controller supports version 4.2.6p5 of NTP. The controllers and Access Point does not accept broadcast and multicast NTP packets

that would result in the timestamp, these packets are ignored by default.

To edit the system time:
1. Go to System > General Settings > Time.

2. Configure the following:

a. NTP Primary Server: Enter the primary NTP server address that you want to use.

FIGURE 26 Setting System Time

System Time

System Time: 2020-07-20 10:56:00 UTC

System UTC Time: 2020-07-20 10:56:00 UTC

NTP Primary Server: | 10.1.200.135

| Sync Server

NTP Secondary Server: |

NTP Third Server: |

* System Time Zone: | (GMT+0:00) UTC

NTP Primary Server Authentication

Key Type: | D5

" Key ID: |9

© Key: | brocadel!
NTP Secondary Server Authentication

Key Type: | Mone

NTP Third Server Authentication

Key Type: | MNone

¥ Refresh

NOTE

The PSK is provided by the NTP server, please fill it accordingly

By default, the address of NTP Primary Server is http://ntp.ruckuswireless.com.
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Configuring General Settings
Configuring the Remote Syslog Server

b. Click Sync Server to enable the controller to sync up with the NTP server configured and then to sync the cluster-follower nodes, APs,

and vDPs with the controller time.

c. System Time Zone: Select the time zone from the drop-down that you want the controller to use. The default time zone is (GMT

+0:00) UTC.

d.  You can achieve secured communication with NTP servers after configuring them.

To establish this communication, in the NTP Server Authentication field, configure Key Type as MD5 or SHA1, KEY ID in the range of

(1 to 65534, and Key or PSK as negotiated for each of the NTP servers.

3.  Click OK.

Configuring the Remote Syslog Server

The controller maintains an internal log file of current events and alarms, but this internal log file has a fixed capacity. Configure the log settings so

you can keep copies of the logs that the controller generates.

At a certain point, the controller will start deleting the oldest entries in log file to make room for newer entries. If you want to keep a permanent

record of all alarms and events that the controller generated, you can configure the controller to send the log contents to a syslog server on the

network.

Follow these steps to configure the remote syslog server:
1. Go to System > General Settings > Syslog.
2. Select the Enable logging to remote syslog server check box.
3. Configure the settings as explained in the following table.

4. Click OK.

TABLE 6 Syslog Server Configuration Settings

Field Description
Primary Syslog Server Address Indicates the syslog server on the network.
Secondary Syslog Server Address Indicates the backup syslog server on the

network, if any, in case the primary syslog server
is unavailable.

Your Action

a.  Enter the server address.

b.  Enter the Port number.

c.  Choose the Protocol type.

d.  Click Ping Syslog Server. If the syslog server
is reachable, a flashing green circle and the
message Success appears after the button.

a.  Enter the server address.

b.  Enter the Port number.

c.  Choose the Protocol type.

d.  Click Ping Syslog Server. If the syslog server

is reachable, a flashing green circle and the
message Success appears after the button.
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TABLE 6 Syslog Server Configuration Settings (continued)

Field

Application Logs Facility

Administrator Activity Logs Facility

Other Logs Filter Severity

Event Facility

Event Filter

Description

Indicates the facility for application logs.

Indicates the facility for administrator logs.

Indicates the facility for comprehensive logs.

Indicates the facility for event logs.

Indicates the type of event that must be sent to

the syslog server.
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Your Action

a.  Select the option from the drop-down.
Range: 0 through 7.

b.  Select one of the following Filter Severity:

Emerg

Alert

Crit

Error

Warning

Notice

Info

© N o vk~ W N e

Debug: Default option

a.  Select the option from the drop-down.
Range: 0 through 7.

b.  Select one of the following Filter Severity:

Emerg

Alert

Crit

Error

Warning

Notice

N o vk W N e

Info
8.  Debug: Default option

Select one of the following Filter Severity:

a. Emerg

b.  Alert

c. Crit

d.  Error

e. Warning
Notice

g. Info

h.  Debug: Default option

Select the option from the drop-down. Range: 0
through 7.

Choose the required option:

. All events — Send all controller events to
the syslog server.

. All events except client association /
disassociation events — Send all controller
events (except client association and
disassociation events) to the syslog server.

. All events above a severity — Send all
controller events that are above the event
severity to the syslog server.
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Configuring Cloud Services

TABLE 6 Syslog Server Configuration Settings (continued)

Field

Event Filter Severity applies to Event Filter > All
events above a severity

Priority

Description

Indicates the lowest severity level. Events above
this severity level will be sent to the syslog
server.

Indicates the event severity to syslog priority
mapping in the controller.

Configuring Cloud Services

Complete the following steps to enable cloud analytics on SmartZone.

1. Select System > General Settings > Cloud Services.

The Cloud Services page is displayed.

FIGURE 27 Configuring Cloud Services

About | Time | Sysleg | Cloud Services

Cloud 57 Services: (_Jagd

& Refresh

50

Nerthbound Data Streaming

WISPr Morthbound Interface SNMP Agent EMTP FTP SEME

Your Action

Select the option from the drop-down.

Critical

T o

Major
Minor
Warning

Informational

- o oo o

Debug: Default option

Choose the Syslog Priority among Error,
Warning, Info and Debug, for the following
event severities:

. Critical
. Major
o Minor

. Warning

. Informational
] Debug
lag'
Mode Affinity | Gatewsy Advanced | Location Service
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Configuring General Settings
Configuring Northbound Data Streaming Settings

2. For Region, select a specific cluster region to control. Options include US, EU, and Asia.

NOTE
The option to select a region is available only when Cloud SZ Services is disabled.

A confirmation dialog box is displayed.

FIGURE 28 Confirming Region Change

Changing the selection will change the 5Z
connection away from the current region [US] to
the new selected region [EU]. Please note that
changing the region will have the following
implications:

e Data from this SmartZone will start flowing to
the [EU] region. and stop flowing to the [US]
Region.
. Data collection will start fresh in the new

3. Click Yes to confirm.
An error message is displayed if the cluster receives an unexpected response.
4. Select Cloud SZ Services.
You are redirected to sign in to your Ruckus cloud account for authentication. The Ruckus cloud account name, connection status, and

service details for Ruckus CloudFront are displayed.

NOTE
The Service Details within Connection Status display the list of SmartZone enabled and disabled services.
5. Select Cloud Analytics.

The connection status for cloud analytics is displayed.

Configuring Northbound Data Streaming Settings

SmartCell Insight (SCI) and other third-party GPB listeners use data from the controller to analyze performance and generate reports about the WiFi
network. Configuring the Northbound Data Streaming settings in the controller enables data transfer from the controller to the Northbound Data
Streaming server using the MQTT protocol.

Follow these steps to configure the Northbound Data Streaming server settings:
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Setting the Northbound Portal Password

1. Go to System > General Settings > Northbound Data Streaming.
2. Select the Enable Northbound Data Streaming check-box to configure the Northbound Data Streaming server settings.

3. Click Create, the Create Northbound Data Streaming Profile form appears.

You can create a maximum of two SCI profiles.
Enter the following details:

e  Name—Profile name.
e Server Host—IP address to the Northbound Data Streaming host server.

NOTE
SCI profile supports only the IPv4 format.

e  Server Port—Port number over which the Northbound Data Streaming server and controller can communicate and transfer data.
e User—Name for the user.
e  Password—password for the respective user.
e  System ID—ID of the Northbound Data Streaming system that should be accessed.
e Data Type—select the required options for specific data type.
4. Click OK.
The updated profile is listed in the table.
The Status column displays the current connection status of the SCI profile.
5. NOTE
This setting applies to all SCI profiles.
Select All or Stream GPB data by Domain/Zone.
Selecting All sends all the KPIs or stats for all zones or domains to SCI or other third-party GPB listeners.

Selecting Stream GPB data by Domain/Zone allows you to set any one of the nodes (Domain or Zone), and the AP message of that node is
bypassed.

6. NOTE
This setting applies to all SCI profiles.

From Settings, select the domain or zone and enable Stream GPB data in this node. This will selectively send KPIs or stats for certain
zones or domains to SCI or other third-party GPB listeners.

NOTE
You can also edit or delete an Northbound Data Streaming profile. To do so, select the Northbound Data Streaming profile from
the list and click Configure or Delete as required.

Setting the Northbound Portal Password

Third-party applications use the northbound portal intrface to authenticate users and to retrieve user information during the UE association.
Follow these steps to configure the northbound portal interface:
1. Go to System > General Settings > Northbound Interface.

2. Select Enable Northbound Interface Support, and enter the User Name and Password.
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Configuring General Settings
Enabling Global SNMP Notifications

3.  Click OK.

Enabling Global SNMP Notifications

The controller supports the Simple Network Management Protocol (SNMP v2 and v3), which allows you to query controller information, such as
system status, AP list, etc., and to set a number of system settings using a Network Management System (NMS) or SNMP MIB browser.

You can also enable SNMP traps to receive immediate notifications for possible AP and system issues.

The procedure for enabling the internal SNMP agents depends on whether your network is using SNMPv2 or SNMPv3. SNMPv3 mainly provides
security enhancements over the earlier version, and therefore requires you to enter authorization passwords and encryption settings, instead of
simple clear text community strings.

Both SNMPv2 and SNMPv3 can be enabled at the same time. The SNMPv3 framework provides backward compatibility for SNMPv1 and SNMPv2c
management applications so that existing management applications can still be used to manage the controller with SNMPv3 enabled.

Configuring SNMP v2 Agent

To configure SNMP v2 Agent settings:
1. Go to System > General Settings > SNMP Agent.
2. Select the Enable SNMP Notifications Globally check box to send out notification messages.

3. To configure the SNMPv2 Agent, click Create and update the details as explained in the following table.

TABLE 7 SNMP v2 Agent Settings
Field Description Your Action

Community Indicates that applications which send SNMP Enter a name.
Get-Requests to the controller (to retrieve
information) will need to send this string along
with the request before they will be allowed

access.
Privilege Indicates the privileges granted to this Select the required privileges:
community. e Read—Privilege only to read.

. Write—Privilege only to read and write.
. Notification—Privilege to:

—  Trap—Choose this option to send
SNMP trap notification.

- Inform—Choose this option to send
SNMP notification.

a.  Enter the Target IP address.
b.  Enter the Target Port number.
c.  Click Add.

NOTE
You can also edit or delete an SNMPv2 agent. To do so, select the SNMPv2 agent from the list and click Configure or Delete
respectively.

4. Click OK.

RUCKUS SmartZone 300 and Virtual SmartZone-High Scale Administrator Guide, 5.2.2
Part Number: 800-72760-001 Rev A 53



Configuring General Settings
Enabling Global SNMP Notifications

Configuring SNMP v3 Agent

1. Go to System > General Settings > SNMP Agent.
2. Select the Enable SNMP Notifications Globally check box to send out notification messages.

3. To configure the SNMPv3 Agent, click Create and update the details as explained in the follwoing table.

TABLE 8 SNMPv3 Agent Settings

Field Description Your Action

User Indicates that applications which send SNMP Enter a name.
Get-Requests to the controller (to retrieve
information) will need to send this string along
with the request before they will be allowed

access.
Authentication Indicates the authentication method. Choose the required option:
. SHA—Secure Hash Algorithm, message
hash function with 160-bit output.
a.  Enter the Auth Pass Phrase.
b.  Choose the Privacy option.
- None: Use no privacy method.
- DES: Data Encryption Standard,
data block cipher.
- AES: Advanced Encryption
Standard, data block cipher.
c.  Enter a Privacy Phrase, 8 through 32
characters.
. MD5—Message-Digest algorithm 5,
message hash function with 128-bit output.
a.  Enter the Auth Pass Phrase.
b.  Choose the Privacy option.
- None: Use no privacy method.
- DES: Data Encryption Standard,
data block cipher.
- AES: Advanced Encryption
Standard, data block cipher.
c.  Enter a Privacy Phrase, 8 through 32
characters.
Privilege Indicates the privileges granted to this Select the required privileges:
community. e Read—Privilege only to read.

. Write—Privilege only to read and write.
. Notification—Privilege to:

- Trap—Choose this option to send
SNMP trap notification.

- Inform—Choose this option to send
SNMP notification.

a.  Enter the Target IP address.
b.  Enter the Target Port number.
c.  Click Add.

NOTE
You can also edit or delete an SNMPv3 agent. To do so, select the SNMPv3 agent from the list and click Configure or Delete

respectively.
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4.

Configuring General Settings
Configuring FTP Server Settings

Click OK.

Configuring SMTP Server Settings

If you want to receive copies of the reports that the controller generates or to email guest passes to users, you need to configure the SMTP server

settings and the email address from which the controller will send the reports.

Follow these steps to configure the SMTP server settings:

1.
2.

10.

11.

Go to System > General Settings > SMTP.
Select Enable SMTP Server.

Enter the Logon Name or user name provided by your ISP or mail administrator. This might be just the part of your email address before
the @ symbol, or it might be your complete email address. If you are using a free email service (such as Hotmail™ or Gmail™), you typically
have to type your complete email address.

Enter the associated Password.

For SMTP Server Host, enter the full name of the server provided by your ISP or mail administrator. Typically, the SMTP server name is in
the format smtp.company.com.

For SMTP Server Port, enter the SMTP port number provided by your ISP or mail administrator. Often, the SMTP port number is 25 or 587.
The default SMTP port value is 25.

For Mail From, enter the source email address from which the controller sends email notifications.

For Mail To, enter the recipient email address to which the controller sends alarm messages. You can send alarm messages to a single
email address.

Select the Encryption Options, if your mail server uses encryption.
e TLS

e  STARTTLS
Check with your ISP or mail administrator for the correct encryption settings that you need to set.

Click Test, to verify if the SMTP server settings are correct. The test completed successfully form appears, click OK.

Click OK.

Configuring FTP Server Settings

The controller enables you to automatically back up statistics files, reports, and system configuration backups to an external FTP server.

However, before you can do this, you must add at least one FTP server to the controller.

Follow these steps to add an FTP server to which the controller will export data automatically:

1.

2.

Go to System > General Settings > FTP.

Click Create, the Create FTP Server from appears.

Enter an FTP Name that you want to assign to the FTP server that you are adding.
Select the required Protocol; FTP or SFTP (Secure FTP) protocol.

Enter the FTP Host, IP address of the FTP server.

Enter the FTP Port, number. The default FTP port number is 21.
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Configuring the SMS Gateway Server

10.

11.

Enter a User Name for the FTP account that you want to use.
Enter a Password that is associated with the FTP user name.

For Remote Directory, enter the remote FTP server path to which data will be exported from the controller. The path must start with a
forward slash (/)

To verify that the FTP server settings and logon information are correct, click Test. If the server and logon settings are correct, a
confirmation message stating, "FTP server connection established successfully" appears.

Click OK.

NOTE
You can edit or delete an existing FTP setting. To do so, select the FTP setting from the list and click Configure or Delete respectively.

Configuring the SMS Gateway Server

You can define the external gateway services used to distribute guest pass credentials to guests.

To configure an external SMS gateway for the controller:

1.

2.

Go to System > General Settings > SMS.

Select the Enable Twilio SMS Server check box to use an existing Twilio account for SMS delivery.
Enter the following Twilio Account Information:

e  Server Name, type the name of the server.

e Account SID, type ths account number.

e Auth Token, type the token number to authenticate the external SMS gateway.

e  From, type the phone number from which the message must be sent.

Click OK.

You have completed adding an SMS gateway to the controller. You will receive a guest pass key from your Twilio Trial account.

Configuring Advanced Gateway Options

You can configure advanced gateway options. This feature no longer depend on flat file changes.

To configure advanced gateway options:

56

1.

2.

Go to System > General Settings > Gateway Advanced.

Configure the following options:

e  Allow Session on Accounting Fail—Allows the controller TTG to terminate calls if accounting response fails. The default setting is Yes.
e  GTP Network Service Access Point Identifier [NSAPI]—Selects NSAPI for GTP message. The default setting is 1.

¢ Include IMEI IE in GTP Messages—Enables or disables IMEI IE in GTP messages. The default setting is No.

NOTE
In IMEI IE, the controller will send the MAC address of the UE appended with FFFE.

® Include ECGI in GTPV2 Messages—Used only when the S5/S8 interface is used for GTPv2:
® Include TAl in GTPV2 Messages—Used only when the S5/58 interface is used for GTPv2.
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Configuring Node Affinity

e  GTPv2 Interface Type—Choose the interface type. S2a or S5_S8.

NOTE
The default GTPv2 interface for the controller is S2a.

e  Include SCG-RAI in GTPV2 Messages—Enables or disables SCG-RAI in GTPV2 messages. The default setting is No.
e Include SCG-SAIl in GTPV2 Messages—Enables or disables SCG-SAI in GTPV2 messages. The default setting is No.
3. Click OK.

Configuring Node Affinity
Node affinity enables administrators to manually configure the controller nodes to which APs will connect.

To do this, set the order of preferred nodes on the node affinity page. Node affinity is implemented at the AP zone level, which means that all APs
that belong to a zone will have the same node affinity settings.

If you want APs that belong to the same zone to connect to the same node whenever possible, you can configure set the preferred node for a
particular zone.

NOTE

An affinity profile defines the order of the nodes to which APs that belong to the same zone will connect.

NOTE
Node affinity profile works only if it is restored in the same cluster. If the configuration must be restored to a different cluster, disable
node affinity and remove the node affinity profiles containing nodes that are not available in the new cluster.

NOTE
Node affinity is not supported on the vSZ-H and vSZ-D platforms.

Enabling Node Affinity

To enable and configure node affinity:
1. Go to System > General Settings > Node Affinity.
2. Select Enable Node Affinity. Node Affinity Profile appears.
3. To:
e  Create an new profile:
a. Click Create, the Create Node Affinity Profile form appears.
b. Enter a Name and Description.
c. Inthe Node Order list, select the node and click Up or Down to position the node in the required order.
d. Click OK.
e  Edit the default profile:
a. Select the profile from the list and click Configure. The Edit Node Affinity Profile form appears.
b. Edit the Name and Description.
c. Inthe Node Order list, select the node and click Up or Down to position the node in the required order.

d. Click OK.
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Location Service

NOTE
When you enable node affinity, disable cluster redundancy.

4. To set the number of times an AP will attempt to connect to the preferred node, enter the # of Node Retry for Preferred Node.

The default value is 3 and the accepted range is 1 to 10. If the AP is unable to connect to the preferred node, it will attempt to connect to
the node that is next in the order of node priority.

5. Inthe Zone Assignment section, set the node affinity profile that you want each zone to use. Select the Zone from the list and click Assign
Profile. The Assign Node Affinity Profile to Selected Zones form appears.

6. Select the Node Affinity Profile from the drop-down and click OK.

7. Click OK.

Disabling Node Affinity

Follow these steps to disable node affinity:
1. From System > General Settings > Node Affinity.
2. Clear the Enable Node Affinity check box.

3. Click OK. You have disabled node affinity.

Location Service

If your organization purchased the Ruckus Smart Positioning Technology (SPoT) location service, the controller must be configured with the venue
information that is displayed in the SPoT Administration Portal.

After completing purchase of the SPoT location service, you will be given account login information that you can use to log into the SPoT
Administration Portal. The Admin Portal provides tools for configuring and managing all of your venues (the physical locations in which SPoT service
is deployed). After a venue is successfully set up, you will need to enter the same venue information in the controller.

1. Select System > General Settings > Location Service.

The Location Service page appears.

FIGURE 29 Location Service
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2. Click Create.
The Create LBS Server page appears.

FIGURE 30 Creating an LBS Server

Create LBS Server

* Venue Name:

Server Address:

Port:

Password:

w

8883

In the Venue Name field, enter the venue name for the server.

4. Inthe Server Address field, enter the venue name for the server.

NOTE

— IPv4 only

Cancel

Configuring General Settings
Location Service

The server address must be entered in IPv4 format. The LBS server does not support configuration of IPv6 address.

5. Inthe Port field, enter the port number to communicate with the server.

NOTE
Default port number is 8883.

6. Inthe Password field, enter the password to access the server.

7. Click OK.

You have completed creating a location-based service on the controller.

NOTE

You can also edit, clone, and delete the location service by selecting the options Configure, Clone, and Delete respectively from the

Location Services tab.
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Importing floorplan maps into SmartZone allows you to further customize the information displayed on the Dashboard and Access Points pages, and
monitor your APs, zones, groups, clients and traffic statistics all within the world map view on the Dashboard.

Additionally, you can use the maps to quickly locate more specific information on a venue or zone, and drag and drop APs onto the floor plan map
to represent their locations in physical space in your venue.

Once a map is imported and GPS coordinates are entered, an icon representing the venue appears on the world map on the Dashboard. The icon
displays the current number of APs (Online, Flagged and Offline). You can hover over the icon for more information.

Double-click the map icon or click Zoom into this map to view the imported map in the Dashboard.

FIGURE 31 Once a floorplan map has been imported (with GPS coordinates), it is displayed on the world map on the Dashboard. Hover over the
local map icon for more information.

wrelses v | warsa

ipvé zone
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Zoom into this map

See this map in AP page

Performance Connection Failure

Importing a Floorplan Map

SmartZone provides a user-friendly workflow for importing a map of your venue floorplan, placing APs in their respective physical locations on the
map, and scaling the map to match the actual dimensions of your venue.

Floorplan maps allow you to view site/venue/floor-specific details such as:
e AP status, performance, and health conditions
e  Client connections to an AP
e Location-specific trouble spots related to AP or client connectivity
To import a floorplan map:
1. Go to System > Maps.
2. From the System tree hierarchy, select the location where you want to create a map and click the add ' * button. The Add Map form
appears.
3. On the Details tab, enter a Name and optionally a Description to identify the map.

4. Enter a Location for the map. Alternatively, you can choose the location from the auto-completion options. Once you select the location,
the GPS Coordinates are automatically updated.
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5. For GPS Coordinates, you can enter the Latitude and Longitude values.

FIGURE 32 The Add Map form

Add Map x

Details |3 >

Name: | My Floorplan 1

Description: | Office building map |

Location: | Sunnyvale |

GPS Coordinates: Latitude: | 25.07858 Longitude: | 121.57141 (example: 25.07858, 121.57141)

Map Image: | ‘ Browse

B

6. To add a Map Image, click Browse and select a site, venue, or floor map in jpg, jpeg, png, bmp or svg file formats.

NOTE
The maximum file size per indoor map is 5MB.

7. Click Next, the Scale Map tab appears.
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8. Click two points on the map between which you know the distance. Blue dots appear to show the points you selected.

FIGURE 33 Click two points on the map to define the map's scale

Add Map %

Details |3 | ScaleMap | >

Click two points on the map and define the distance between those points using the input fields below the map.

m Save & Next Cancel

9. Enter the Physical Distance between the two points and select the unit of measurement (mm, cm, m, ft, yard).

10. Click Save & Next. The Place APs tab appears.
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11. From the Available list, drag the APs and place them in their physical locations on the map. Click the Placed tab to see the list of placed
APs.

FIGURE 34 Drag and drop to place APs onto your floorplan
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12. Once you are happy with the placement of your APs on the map, click OK to save your map.

Your venue now appears as an icon on the world map on the Dashboard, located at your venue's actual physical location (if you entered the GPS
coordinates correctly). The Dashboard icon that represents your venue provides an overview of the number of APs in the venue and their status.
Hover over the icon to view more details, or click one of the links to zoom in to the venue floorplan map you imported.

FIGURE 35 The imported venue map icon appears at the GPS coordinates you configured
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NOTE

You can also edit or delete a map. To do so, select the map from the list and click the # | Edit or @ Delete buttons respectively.

Viewing RF Signal Strength

Radio Frequency (RF) signal strength can be viewed using a heat map for a specific location.

The heat map helps us identify the RF signal strength in a specific location. It provides heat maps using actual path loss information from the
environment. You can view an indoor floor plan map for an AP.

To view the RF signal strength:

1. Go to System > Maps.
2. From the System tree hierarchy, select the location of the map that you want to view.

3. Select the Show Signal Coverage check box and choose the required RF frequency. For example, 2.4 GHz or 5 GHz. The heat map is
displayed with a color-gradient legend. High signal strength appears in red. The color changes as the signal strength reduces.

FIGURE 36 RF Coverage Heat Map

Maps
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Monitoring APs Using the Map View

Use the Map view on the Access Points page to monitor APs in relation to your venue's floorplan.

1. Go to Access Points.

2. InView Mode, click the Map button. The map view is displayed with your placed APs.
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3.  Hover over an AP to view the following AP-specific details:

AP Name: The name of the AP, if configured. If not, the default AP name is "RuckusAP."

IP Address: The current IPv4 or IPv6 address assigned to the AP.

Channel: Displays the channel (2.4 GHz / 5 GHz) in use, along with the channel width in parentheses.
Clients: The number of currently connected wireless clients.

Traffic: The total traffic volume over the last 1 hour.

Latency: The average time delay between AP and connected clients.

Airtime Utilization: Percent of airtime utilized, by radio.

Connection Failure: Percent of client connection attempt failures.

FIGURE 37 Hover over an AP to view details

8 Offline Map

2| < s+ v s (R show signal Coverage

AP Name RuckusAP

1P Address 140.138.80210

Channel 4(20MHz), 157 (30MHz) v
Clients 0

Traffic (1hr) 0

Latency NIA (2.4G)
NIA (56)

91% (246)
13% (56)

Connection Failure 0%

See this AP in AP page v

4. To view more specific details on the AP, click the See this AP in AP page link.

5. Toview the RF signal strength, select the Show Signal Coverage check box and choose the required RF frequency. For example, 2.4 GHz or
5 GHz.

The heat map is displayed with a color-gradient legend. High signal strength appears in red. The color changes as the signal strength
reduces.
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Configuring AP Settings

e Working with AP Registration Rules
e  Tagging Critical APs
e  Configuring the Tunnel UDP Port...
e  Setting the Country Code
e Limiting the Number of APs in a Domain or Zone
e  Creating an AP MAC OUI Address...............

e AP Admin Password and Recovery SSID
° Power Source in AP Configuration

Working with AP Registration Rules

Registration rules enable the controller to assign an AP to an AP zone automatically based on the rule that the AP matches.

NOTE

A registration rule is only applied to an AP the first time it joins the controller. If an AP’s MAC address already exists on the controller

database (whether it is in connected on disconnected state and whether it belongs to the Staging Zone or any other zone), the controller

will assign the AP to its last known AP zone.

Creating an AP Registration Rule
You must create rules to register an AP.
To create an AP registration rule:
1. Go to System > AP Settings > AP Registration.
2. Click Create, the AP Registration Rule form appears.
3. Enter a Rule Description.
4. Select the Zone Name to which this rule applies.

5. In Rule Type, click the basis upon which you want to create the rule. Options include:

NOTE

The format of the IP address or addresses that you need to enter here depends on the AP IP mode that you selected when you
created the AP zone to which this rule will be assigned. If you selected IPv4 Only, enter an IPv4 address. If you selected IPv6

Only, enter an IPv6 address.

e IP Address Range: If you select this option, enter the From (starting) and To (ending) IP address that you want to use.

e  Subnet: If you select this option, enter the IP address and subnet mask pair to use for matching.

e  GPS Coordinates: If you select this option, type the GPS coordinates to use for matching. Access points that have been assigned the

same GPS coordinates will be automatically assigned to the AP zone that you will choose in the next step.

You can choose the Rule Type as GPS coordinates, wherein you must provide information about the latitude, longitude and distance

to determine if the AP is within the defined area.

e Provision Tag: If the access points that are joining the controller have been configured with provision tags, click the Provision Tag

option, and then type a tag name in the Provision Tag box. Access points with matching tags will be automatically assigned to the AP

zone that you will choose in the next step.
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NOTE
Provision tags can be configured on a per-AP basis from the access point’s command line interface.

6. Click OK.
When the process is complete, the page refreshes, and then registration rule that you created appears on the AP Registration Rules page.

To create another registration rule, repeat the preceding steps. You can create as many registration rules as you need to manage the APs
on the network.

NOTE
You can also edit, delete or clone an AP registration rule. To do so, select the rule profile from the list and click Configure, Delete or Clone
respectively.

Configuring Registration Rule Priorities

The controller applies registration rules in the same order as they appear in the AP Registration Rules table (highest to lowest priority).

If you want a particular registration rule to have higher priority, you must move it up the table. Once an AP matches a registration rule, the
controller assigns the AP to the zone specified in the rule and stops processing the remaining rules.

Follow these steps to configure the registration rule priorities.
1. Go to System > AP Settings > AP Registration.

2. Select the rule from the list and click.
e  Up—To give a rule higher priority, move it up the table

e  Down—To give a rule lower priority, move it down the table

3. Click Update Priorities to save your changes.

Tagging Critical APs
A critical AP is an AP that exceeds the daily traffic threshold (sum of uplink and downlink) data bytes configured on the controller web interface.
Follow these steps to tag critical APs (APs that exceed the data traffic threshold you have defined) automatically:

1. Go to System > AP Settings > Critical AP Tagging.

2. Select the Enable Auto Tagging Critical APs check box.

3. For Auto Tagging Rules, select Daily Traffic Bytes Exceeds Threshold.

4.  For Rule Threshold:

e Inthe first box, enter the value that you want to set as the traffic threshold. This value will be applied in conjunction with the data
unit that you select in the second box.

e Inthe second box, select the data unit for the threshold—MB for megabytes or GB for gigabytes.
5. Click OK.

Critical APs are marked with red dots next to its MAC Address for attention (refer the following image). APs that exceed the daily traffic threshold
that you specified will appear highlighted on the Access Points page and the Access Point details page. Additionally, the controller will send an
SNMP trap to alert you that an AP has been disconnected.
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FIGURE 38 APs Tagged as Critical
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Configuring the Tunnel UDP Port

The tunnel UDP port is used by all GRE+UDP type tunnels.
To configuring the tunnel UDP port:
1. Go to System > AP Settings > Tunnel UDP Port.
2. Enter the Tunnel UDP Port number.

3. Click OK.

Setting the Country Code

Different countries follow different regulations for radio channel usage.
To ensure that the APs use authorized radio channels:

1. Go to System > AP Settings > Country Code.

2. Select the Country Code for your location from the drop-down.

3. Click OK.
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Limiting the Number of APs in a Domain or Zone

You can limit the number of APs in a Partner-Managed Domain or a Zone. An MSP may have multiple customers each with their own zone and a
number of APs. This feature ensures that their customers do not over-subscribe the licenses that they are entitled. MVNO domains do not have this
option. When an AP joins a zone, where an AP number limitation has been applied to that zone, the controller checks the current capacity based on
zone's limitation and:

e allows the new AP joining if the number of APs connected do not exceed the limit

e denies the new AP joining if there is no capacity in the domain or zone.

A scheduler task in the background periodically checks the AP number limitation against the number of APs connected. To avoid occupying the
license capacity, the APs will be rejected in the following situations:

e |f the AP number limitation of a Domain or a Zone is increased or reduced.
e |[f the license capacity is changed.
The following image gives a clarity on:
e  System domain
e  Partner domain
e  Zonesin a System domain

o Zones in a Partner domain

FIGURE 39 System Hierarchy
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Limiting the AP count for a Partner Domain or a System Zone
Only super admin of the system domain is privileged to limit the number of APs in a partner domain or a system zone.
To limit the number of AP count for a partner domain or a system zone:

1. Logon to the controller web interface using super admin credentials of the system domain.
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2. Follow the procedure to limit the number of APs in the partner domain or a zone in system domain:
a) Go to System > AP Settings > AP Number Allocation.
b) For Enable AP Number Allocation, select the Enabled check box and click OK. The Settings bar appears.

c) From the left pane, in the system tree hierarchy, select the partner-managed Domain or Zone for which you want to set the AP

number limit.
d) On the right pane, select Share Mode or enter the Number Limit.

e) Click OK. You have set the AP number limit for the selected Domain or Zone.

Limiting the AP count for a Zone in a Partner Domain

To limit the number of AP count for a zone in a partner domain:
1. Create a super admin account for the partner domain. See the Administrating the Controller chapter.
2. NOTE
While creating user groups, in step 4 (1) c, for Permission, select Super Admin from the drop-down.
Create a user group and configure the access permissions, resources and administrator account. Refer Creating User Groups on page 501.
3. Logonto the controller web interface using the following logon details:
e  User Name:

Account Name@Domain

The Account Name that you set when you created the Administrator Account and the Domain for which you created the
Administrator Account. For example: If the partner domain is TestDomain and the Account Name is User, then the User Name is

User@TestDomain

e Password : The password that you set when you created the Administrator Account.
4. Follow the procedure to limit the number of APs for a zone in a partner-domain:
a) Go to System > AP Settings > AP Number Allocation.
b) Select the Enable AP Number Allocation check box and click OK. The Settings bar appears.
c) From the left pane, in the system tree hierarchy, select the partner-managed zone for which you want to set the AP number limit.
d) On the right pane, perform one of the following procedure:
e  Select Share Mode
e Enter Number Limit

e) Click OK.

You have set the AP number limit for the selected partner-domain Zone.

Creating an AP MAC OUI Address

You must enable the AP MAC OUI validation for an AP with a specific organizationally unique identifier (OUI) to be allowed to connect to SZ. If the
AP that is not in the OUI list connects to the SZ, then the AP is rejected and event code 186 is generated.

Perform the following procedure to create the MAC OUI address for an AP.

1. Select System > AP Settings > AP MAC OUI Validation.
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2. Select Enable AP MAC OUI Validation.

3. Click Create to create the MAC OUI settings for an AP.

FIGURE 40 Creating an AP MAC OUI Address

Create MAC OUI

* MAC OUI: | ‘

Description: | ‘

4. Enter the MAC OULI.
5. Click OK.

AP Admin Password and Recovery SSID

This topic describes the mitigation of security enhancement of the AP admin password management.

Consider the following scenario while generating the configuration:

Configuration

Protection Mode: 2.4 GHz Radio: (_) NONE @) RTS / CTS () CTS ONLY

AP Reboot Timeout: * Reboot AP if it cannot reach default gateway after: ‘ 30 minutes

A
Reboot AP if it cannot reach the controller after: | 2 hours v ‘

Recovery ssiD: (@) Enable Broadcast

......... ‘ CEG show

(In case the custom-passphrase is enabled and configured, the custom-passphrase cannot be restared to the
default values and deactivated due to the security mechanism. )

[7] Directed Multicast: m Multicast Traffic From Wired Client
) Multicast Traffic From Wireless Client

e |nitial Installation: AP admin password need to be hashed in SHA-256 algorithm, stored in database and in configuration.
User can specify the Recovery SSID key in the Configuration Tab:
e  The default of this Recovery SSID feature is enabled. The default passphrase is AP admin password in clear text format.

e If the user wants to change it, input the passphrase while enabling.
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e  The validation of passphrase, apply the same rule of WLAN passphrase.

e The passphrase can be clear text stored in the database and delivered to the AP in the GPB configuration by the way of secure channel
(SSH channel).

The recovery SSID passphrase(key) will be delivered in GPB configuration as below:
e  ccm_zone.proto
e  message CcmCommon {
e /**recovery ssid
. */
e optional bool recovery_ssid_enabled = 26
e  optional string recovery_ssid_psk_key = 27
e  optional int32 server_loss_timeout = 28

When the Custom passphrase is disabled, the Custom passphrase filed is empty.

FIGURE 41 Custom Passphrase Disabled

* Name: | ssid_thesame_apapss Description:

Type: (®) Zone

Configuration

Location Based Service: (i3

[?] Hotspot 2.0 Venue Profile: | No data avail: v

[?] Client Admission Control: — 2.4 GHz Radio 5 GHz Radio
Min Client Count Min Client Count
Max Radio Load ) Max Radio Load i)
Min Client Throughput Mbps Min Client Throughput Mbps

Protection Mode: 2.4 GHz Radio: (_) NONE (®) RTS/CTS (_) CTS ONLY

AP Reboot Timeout: * Reboot AP if it cannot reach default gateway after: | 30 minutes v |

* Reboot AP if it cannot reach the controller after: | 2 hours hd |

Recovery SSID: m Enable broadcast

Custom Passphrase (X5 show

(When the custom passphrase is enabled, passphrase cannot go back to the default settings.)

[7] Directed Multicast: (Sl ) Multicast Traffic From Wired Client
(G Multicast Traffic From Wireless Client
m Multicast Traffic From Metworlk

When the Custom passphrase is enabled, the Custom passphrase field is mandatory and should enter a passphrase.
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FIGURE 42 Custom Passphrase Enabled

* Name: | custom-ssid-key Description: | postname-ipv4-zone

Type: Domain (@) Zone

Configuration

Location Based Service:

[?] Hotspot 2.0 Venue Profile: +

[?] Client Admission Control: — 2.4 GHz Radio — § GHz Radio
Min Client Count Min Client Count
Max Radio Load % Max Radio Load %
Min Client Throughput Mbps Min Client Throughput Mbps

Protection Mode: 2.4 GHz Radio: () NONE @) RTS/CTS (J) CTS ONLY

AP Reboot Timeout: * Reboot AP if it cannot reach default gateway after: | 30 minutes v |

* Reboot AP if it cannot reach the controller after: | 2 hours v |

Venue Code: | |

Recovery SSID: Enable broadcast

P | Show

(When the custom passphrase is enabled, passphrase cannot go back to the default settings.)

[?] Directed Multicast: Multicast Traffic From Wired Client
Multicast Traffic From Wireless Client
Multicast Traffic From Network

Power Source in AP Configuration

The table below displays the PoE mode as per industry standards.

The currently used APs have AF, AT, AT+ convention modes. The standardization applies when the AP is forced to certain PoE power mode. If the AP
is set to AUTO PoE mode, feedback displays PoE mode of the AP is currently configured.

The PoE mode as per the industry standards:

TABLE 9 Industry Standard PoE Modes

Selection Power@PSE Power@AP (100M Cable)
802.3af 15.4W 12.95W

802.3at 30W 25.5W

802.3bt/Class 5 45W 40W->35W
802.3bt/Class 6 60W 51W

802.3bt/Class 7 75W 62W

802.3bt/Class 8 90w 71.3W
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TABLE 10 Non-Standard High Power Solution Summary

UPoE
PoH

The SZ-GUI power mode drop-down has the following set of PoE mode configurations:

TABLE 11 PoE Mode Settings

Name

Auto

802.3af
802.3at
802.3bt/Class 5
802.3bt/Class 6
802.3bt/Class 7

NOTE

Customers Maximum Power Sourced
Enterprise Switch 60W
Consumer Customers, for example, audio systems) 95W

Value

v AW N L O

Configuring AP Settings

Power Source in AP Configuration

The 802.3bt/Class5 is chosen for AP's with older software which advertise AT+.

NOTE

The below tables are applicable for stand alone APs as well. However, the 10T functionality is not available.

POE tables for different 11 AC AccessPoint

TABLE 12 R710

DC
AF
AT

Injector (Model
480125A)

TABLE 13 R610

DC
AF
AT

Injector (Model
480125A)

TABLE 14 R720

DC

AF
AT

LLDP Power Ask
N/A
N/A
25W
N/A

LLDP Power Ask
N/A
N/A
24W
N/A

LLDP Power Ask
N/A
N/A
25W

2.4G tx/rx
4/4
2/4
4/4
4/4

2.4G tx/rx
4/4
2/4
4/4
a/a

2.4G tx/rx
4/4
1/4
4/4

5G tx/rx
4/4
4/4
4/4
4/4

5G tx/rx
4/4
4/4
4/4
4/4

5G tx/rx
4/4
1/4
4/4
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1Gbps eth
Enabled
Enabled
Enabled

1Gbps eth
Enabled
Enabled
Enabled
Enabled

1Gbps eth
Enabled
Enabled
Enabled
Enabled

usB

Enabled
Disabled
Disabled

usB
Enabled
Disabled
Enabled
Enabled

usB
Enabled
Disabled
Enabled
Enabled

10T

Enabled
Disabled
Disabled

10T

Enabled
Disabled
Enabled
Enabled

10T

Enabled
Disabled
Enabled
Enabled

Comments
No comments
No comments

No comments
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TABLE 14 R720 (continued)

3bt/class5 35W 4/4

POE Injector 4/4
(Model 480125A)

60W

N/A

TABLE 15 M510

LLDP Power Ask
DC N/A
AF N/A
AT 25W
Injector (Model N/A

480125A)

TABLE 16 T610

LLDP Power Ask
DC N/A
AF N/A
AT 25W
Injector (Model N/A

480125A)

4/4
4/4

2.4G tx/rx
2/2
2/2
2/2
2/2

2.4G tx/rx
3/3
2/3
3/3
3/3

Enabled
Enabled

5G tx/rx
2/2
2/2
2/2
2/2

5G tx/rx
3/3
3/3
3/3
3/3

POE tables for different 11 AX AccessPoint

TABLE 17 R730

LLDP 2.4G tx/rx
DC N/A 4/4
AF N/A 1/4
AT Mode =0 25W 4/4
AT Mode =1 25W 4/4
802.3bt/class 5 | 35W 4/4
POE Injector N/A 4/4
(Model
480125A) 60W
TABLE 18 R850
LLDP Power Ask = 2.4G tx/rx
DC N/A 4/4
AF N/A 1/4
76

5G tx/rx
8/8
1/8

4/8

8/8

8/8
4/8

5G tx/rx
8/8
1/8

5Gbps eth
Enabled
Enabled

Enabled

Enabled

Enabled
Enabled

5Gbps eth

Enabled
Enabled

Enabled Enabled No comments
Enabled Enabled Force to 802.3bt/
class5 from Sz
GUI
1Gbps eth usB 10T
Enabled Enabled Enabled
Enabled Disabled Disabled
Enabled Enabled Enabled
Enabled Enabled Enabled
1Gbps eth usB 10T
Enabled Enabled Enabled (0.5W)
Enabled Disabled Disabled
Enabled Enabled Enabled (0.5W)
Enabled Enabled Enabled (0.5W)
1Gbps eth USB 10T Comments
Enabled Enabled Enabled No comments
Disabled Disabled N/ADisabled Not supported
via SZ-GUI, but
we can AF
mode via rkscli.
Enabled Enabled (0.5W) | Enabled By default AT -
mode =0
Disabled Disabled Disabled Set AT - mode =
1 via Rkscli
Enabled Enabled Enabled No comments
Enabled Enabled N/A Force to
802.3bt/class5
from SZ GUI
1Gbps eth USB 10T Comment
Enabled Enabled Enabled No comments
Disabled Disabled Disabled Not supported
via SZ-GUI, but
we can AF mode
via rkscli.
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TABLE 18 R850 (continued)

AT (Mode=0)

AT (Mode=1)

802.3bt/class5

POE Injector
(Model
480125A) 60W

TABLE 19 R750

DC
AF
AT
POE Injector

(Model 480125A)

60W

TABLE 20 T750

DC
AF

AT w/o USB
AT with USB

802.3bt/
class5

803.3bt/
class6

802.3bt/
class7

POE 60W
Injector
(Model
480125A)

POE 90W
Injector

TABLE 21 R650

DC
AF

Configuring AP Settings
Power Source in AP Configuration

LLDP Power Ask = 2.4G tx/rx 5G tx/rx 5Gbps eth 1Gbps eth USB 10T
25W 4/4 4/8 Enabled Enabled Enabled (0.5W) | Enabled
25W 4/4 8/8 Enabled Disabled Disabled Disabled
35W 4/4 8/8 Enabled Enabled Enabled Enabled
N/A 4/4 4/8 Enabled Enabled Enabled Enabled
LLDP Power Ask 2.4G tx/rx 5G tx/rx 2.5Gbps eth 1Gbps eth USB
N/A 4/4 4/4 Enabled Enabled Enabled
N/A 2/4 2/4 Enabled Disabled Disabled
25W 4/4 4/4 Enabled Enabled Enabled
N/A 4/4 4/4 Enabled (1Gbps Enabled Enabled
speed)
LLDP Power 2.4G tx/rx 5G tx/rx 2.5Gbps eth 1Gbps eth usB 10T PSE
Ask
N/A 4/4 4/4 Enabled Enabled Enabled Enabled Enabled
N/A 1/4 1/4 Enabled Disabled Disabled Disabled Disabled
25W 4/4 4/4 Enabled Enabled Disabled Enabled Disabled
25W 2/4 4/4 Enabled Disabled Enabled Enabled Disabled
35W 4/4 4/4 Enabled Enabled Enabled Enabled Disabled
N/A 4/4 4/4 Enabled Enabled Enabled Enabled Disabled
N/A 4/4 4/4 Enabled Enabled Enabled Enabled Enabled
N/A 4/4 4/4 Enabled Enabled Enabled Enabled Disabled
(1Gbps
speed)
N/A 4/4 4/4 Enabled Enabled Enabled Enabled Enabled
LLDP Power Ask 2.4G tx/rx 5G tx/rx 2.5Gbps eth 1Gbps eth UsB
N/A 2/2 4/4 Enabled Enabled Enabled
N/A 2/2 2/4 Enabled Disabled Disabled

RUCKUS SmartZone 300 and Virtual SmartZone-High Scale Administrator Guide, 5.2.2
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Comment

By default at-
mode=0

Set at-mode=1
via Rkscli

No comments

Force to 802.3bt/
class5 from Sz
GUI

10T

Enabled
Disabled
Enabled
Enabled

Comment

No comments

Not
supported
operation
mode

No comments

Set AT - mode
=1 via Rkscli

No comments

51W by H/W
negotiation

62W by H/W
negotiation

Force to
802.3bt/
class5

Force to
802.3bt/
class7

10T
Enabled
Disabled
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Power Source in AP Configuration

TABLE 21 R650 (continued)
AT 25W

POE Injector N/A
(Model 480125A)

TABLE 22 R550
LLDP Power Ask

DC N/A
AF N/A
AT 25W
POE Injector N/A

(Model 480125A)

78

2/2
2/2

2.4G tx/rx
2/2
2/2
2/2
2/2

4/4
4/4

5G tx/rx
2/2
2/2
2/2
2/2

Enabled Enabled
Enabled (1Gbps Enabled
speed)

2.5Gbps eth 1Gbps eth
Enabled Enabled
Enabled Disabled
Enabled Enabled
Enabled Enabled

Enabled
Enabled

usB

Enabled
Disabled
Enabled
Enabled

Enabled
Enabled

10T

Enabled
Disabled
Enabled
Enabled
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The following image gives you an understanding of the Access Points home page.

FIGURE 43 Access Points

Prows =

Viewing Mode —>

Understanding WLAN Services

Hierarchy Overview

The hierarchy helps in specifying which AP groups or APs provide which WLAN services.

You can virtually split them using the following hierarchy:
e  System—Highest order that comprises of multiple zones
e  Domains—Broad classification that comprises of multiple Zones.
e  Zones—Comprises of multiple AP groups
e AP groups—Comprises of multiple APs

e  APs—Individual access points.

RUCKUS SmartZone 300 and Virtual SmartZone-High Scale Administrator Guide, 5.2.2
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Creating an AP Domain

To create an AP domain:

1. From the System tree hierarchy, select the location where you want to create the domain.

2. Click the Create + button, the Create Group form appears.

3. Configure the following details:
a. Enter a Name for the domain.
b. Enter a Description about the domain.
c. By default, the Type selected is Domain.
d. The Parent Group displays the group to which this domain will be tagged.
e. If you want to create a domain to manage MSP-related settings within that domain, in the Managed by Partner field, select the

Enable check box.

4. Click OK.

NOTE
o

You can also edit, clone and delete an AP Domain by selecting the options Configure d , Clone or Delete respectively, from the

Access Points page.

Working with AP Zones

An AP zone functions as a way of grouping Ruckus APs and applying a particular set of settings (including WLANs and their settings) to thise group of
Ruckus APs. Each AP zone can include up to 2048 WLAN services.

By default, an AP zone named Staging Zone exists in the SZ300/vSZH platforms and Default Zone in the SZ100/vSZE plaftorms. Any AP that registers
with the controller that is not assigned a specific zone is automatically assigned to the Staging or Default Zone. This section describes how to use AP
zones to manage devices.

NOTE
When an AP is assigned or moved to the Staging or Default Zone, the cluster name becomes its user name and password after the AP
shows up-to-date state. If you need to log on to the AP, use the cluster name for the user name and password.

Before creating an AP zone, Ruckus recommends that you first set the default system time zone on the General Settings page. This will help ensure
that each new AP zone will use the correct country. For information on how to set the default system time zone, see Configuring System Time on
page 47.

Working with AP Groups

AP (access point) groups can be used to define configuration options and apply them to groups of APs at once, without having to individually modify
each AP’s settings.

For each group, administrators can create a configuration profile that defines the channels, radio settings, Ethernet ports and other configurable
fields for all members of the group or for all APs of a specific model in the group. AP groups are similar to WLAN groups (see Working with WLAN
Groups for more information). While WLAN groups can be used to specify which WLAN services are served by which APs, AP groups are used for
more specific fine-tuning of how the APs themselves behave.
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NOTE

AP group configuration settings can be overridden by individual AP settings. For example, if you want to set the transmit power to a lower
setting for only a few specific APs, leave the Tx Power Adjustment at Auto in the AP group configuration page, then go to the individual
AP configuration page (Access Points > Access Points > Edit [AP MAC address]) and set the Tx Power Adjustment to a lower setting.

Creating an AP Zone
An AP zone (or zone) functions as a way of grouping Ruckus APs and applying settings, including WLANSs to these groups of Ruckus APs.
To create an AP zone, complete the following steps.

1. Onthe menu, click Access Points.

FIGURE 44 Access Points Page

a [#” Activity a5 Network & Clients ¥ Settings * Network > AccessPoints > Access Points
Access Points 5 n n VIEWMODE: List = Group Mesh Map Zone
+ 4 []) X More c < More search table Q cLXH
MACAddress a AP Name Description Status Alarm P Address Total Traffic (1hr) Clients Clients (2.4G,
= - syt OO
o + ([ escoo 28:B3:71:14:9200  RuckusAP N/A 5 10.1.1.3 0 (Co ) (o )
S @ BTIAFECC)  RuckishP NA =
E aging Zone 28:B3:71:2F:6C:C0 uckus 2 172.17.255245 0 o )
3
+
= meshl 2C:C5:D31ED3F0 RuckusAP N/A 4 17217255224 NJA Co ) (o)
+ monitorAP1
34:FA9F:10:C3:B0 123RuckusAP #S@#1 2 17217.255232 0 o )
- movel uckus Sus@# E}
+ move2 €@ B4:79:C8:12:8D:70 R320-wayne N/A Online 4 172.17.255238  6.1KB o) o )

2. From the System tree hierarchy, select the location where you want to create the zone (for example, System or Domain), and click + .

FIGURE 45 Create Groups Page

Create Group

Name: Description:
Type: 0 Domain | | Zone
Parent Group: | System

Managed by Partner: (E

3. Configure the zone by completing the settings listed in the following table:
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TABLE 23 AP Zone Details
Field

Name

Description

Type

Parent Group
Configuration > General Options
AP Firmware

Country Code

Location
Location Additional Information

GPS Coordinates

AP Admin Logon
AP Time Zone

AP IP Mode

Historical Connection Failures

DP Zone Affinity Profile

SSH Tunnel Encryption

Cluster Redundancy

Configuration > Mesh Options

82

Description
Indicates the name of the zone or an AP group.

Indicates the short description assigned to the
zone or AP group.

Indicates if you are creating a domain, zone, or
an AP group.

Indicates the parent AP group.

Indicates the firmware to which it applies.

Indicates the country code. Using the correct
country code helps ensure that APs use only
authorized radio channels.

Indicates the generic location of the zone.
Indicates detailed location.

Indicates the geographical location.

Indicates the administrator logon credentials.
Indicates the time zone that applies.

Indicates the IP version that applies.

Allows the zone APs to report client connection
failures so that the administrator can view past
connection problems from the Troubleshooting
menu.

NOTE

For enterprise profile (vSZ-E) is 5
days, for carrier profile (vSZ-H) is 3
days.

Specifies the DP affinity profile for the zone.

NOTE
This option is supported only on
vSZ-H.

Specifies the encryption that reduces the load on

controller control of SSH traffic.

Provides cluster redundancy option for the zone.

NOTE
Cluster redundancy is supported
only on SZ300 and vSZ-H.

Your Action

Enter a name.

Enter a brief description

Appears by default. You can also choose the option.

Appears by default.

Select the firmware.

Select the country code.

Enter the location.

Enter additional location information.

Enter the following coordinates:

. Longitude

. Latitude

e  Altitude

Enter the Logon ID and Password.

Select a time zone, and enter the details as required.

Select the IP version. IPv6, IPv4, and dual addressing
modes are supported.

Click the button.

Select the zone affinity profile from the list.

Select the required option:
. AES 128

e  AES 256

Select the required option:
. Zone Enable

. Zone Disable
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TABLE 23 AP Zone Details (continued)
Field

Enable mesh networking in this zone

Zero Touch Mesh

Mesh Name (ESSID)

Mesh Passphrase

Mesh Radio Option
Configuration > Radio Options
Channel Range (2.4G)

DFS Channels
Channel 144

5.8 Ghz Channels

5.8 Ghz Channels License

Description

Enables managed APs to automatically form a
wireless mesh network, in which participant
nodes (APs) cooperate to route packets.

Dual-band APs can only mesh with other dual-
band APs, while single-band APs can only mesh
with other single-band APs.

Enables a new AP to join the network using
wireless connection.

Indicates the mesh name.

Indicates the passphrase used by the controller
to secure the traffic between Mesh APs.

Indicates the channel range configured.

Indicates that you want to override the 2.4 GHz
channel range that has been configured for the
zone to which this AP group belongs.

Allows ZoneFlex APs to use DFS channels.

Provides channel 140 and 144 support for 11ac
and 11ax APs. Enabling this option supports 20
MHz, 40 MHz, or 80 MHz channel modes. The

80+80 MHz and 160 MHz modes are supported if

the AP supports these modes. Disabling this

option provides Channel 140 support only to 20

MHz mode.

NOTE

This option is available for selection
only if you enable the DFS Channels
option.

NOTE
This feature is currently supported
only in the United States.

Provides C-band support for all Outdoor APs and
the following Indoor APs: R310, R510, and R710 .

NOTE

This feature is available only for
countries that support 5.8 Ghz
channel. For example, the UK
provides indoor AP—5.8 Ghz
channel support.

Enables full TX Power Adjustment for C-band
channels.

NOTE
This feature is supported only for
the UK.
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Your Action

Click the button.

Click the button.

Enter a name for the mesh network. Alternatively, do
nothing to accept the default mesh name that the
controller has generated.

Enter a passphrase that contains at least 12 characters.
Alternatively, click Generate to generate a random
passphrase with 32 characters or more.

Select the channel option: 2.4 GHz or 5 GHz.

Select Select Channel Range (2.4G) check boxes for the
channels on which you want the 2.4 GHz radios of
managed APs to operate. Channel options include
channels 1 to 11. By default, all channels are selected.

Click to enable the option.

Click to enable the option.

Select the Allow 5.8Ghz channels check box.

Select the Allow 5.8Ghz channels use full power check
box.
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TABLE 23 AP Zone Details (continued)
Field

Channel Range (5G) Indoor

Channel Range (5G) Outdoor

Radio Options b/g/n (2.4 GHz)

84

Description

Indicates the channels on the 5 GHz radio that
you want managed indoor APs to operate.

Indicates the channels on the 5 GHz radio that
you want managed outdoor APs to operate.

Indicates the configuration options for the 2.4
GHz radio.

Your Action

Select the check boxes.

Select the check boxes.

Select the following options:

. Channelization—Set the channel width used
during transmission to either 20 or 40 (MHz), or
select Auto to set it automatically.

. Channel—Select the channel to use for the b/g/n
(2.4 GHz) radio, or select Auto to set it
automatically.

. Auto cell sizing— Select this option to enable APs
to share information on interference seen by each
other and dynamically adjust their radio Tx power
and Rx parameters to minimize interference.
Enabling this option disables the TX Power
Adjustment configuration.

NOTE
Ensure that Background Scan is
enabled.

. TX Power Adjustment—Select the preferred TX
power, if you want to manually configure the
transmit power on the 2.4 GHz radio. By default,
TX power is set to Full on the 2.4 GHz radio.

NOTE

If you choose Min, the transmit
power is set to 0dBm (1ImW) per
chain for 11n APs, and 2dBm per
chain for 11ac APs. If you choose
Mayx, the transmit power is set to the
maximum allowable value according
to the AP's capability and the
operating country's regulations.
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TABLE 23 AP Zone Details (continued)
Field

Radio Options a/n/ac (5 GHz)

Configuration > AP GRE Tunnel Options
Ruckus GRE Profile

Ruckus GRE Forwarding Broadcast

Soft GRE Profiles

IPsec Tunnel Mode

Description

Indicates the configuration options for the 5 GHz
radio.

Indicates the GRE tunnel profile.

Forwards the broadcast traffic from network to
tunnel.

Indicates the SoftGRE profiles that you want to
apply to the zone.

Indicated the tunnel mode for the Ruckus GRE
and SoftGRE profile.

RUCKUS SmartZone 300 and Virtual SmartZone-High Scale Administrator Guide, 5.2.2

Part Number: 800-72760-001 Rev A

Working With Access Points
Understanding WLAN Services

Your Action

Select the following options:

Channelization—Set the channel width used
during transmission to 20, 40, 80, 80+80, 160
(MHz), or select Auto to set it automatically.

Channel—For Indoor and Outdoor, select the
channel to use for the a/n/c (5 GHz) radio, or
select Auto to set it automatically.

Secondary Channel (80+80)—For Indoor and
Outdoor, the default secondary channel to use for
the a/n/c (5 GHz) radio, is set as Auto.

Auto cell sizing— Select this option to enable APs
to share information on interference seen by each
other and dynamically adjust their radio Tx power
and Rx parameters to minimize interference.
Enabling this option, disables the TX Power
Adjustment configuration.

NOTE
Ensure that Background Scan is
enabled.

TX Power Adjustment—Select the preferred TX
power, if you want to manually configure the
transmit power on the 5 GHz radio. By default, TX
power is set to Full on the 5 GHz radio.

NOTE

If you choose Min, the transmit
power is set to 0dBm (1mW) per
chain for 11n APs, and 2dBm per
chain for 11ac APs. If you choose
Max, the transmit power is set to the
maximum allowable value according
to the AP's capability and the
operating country's regulations.

Choose the GRE tunnel profile from the list.

Click the option to enable forwarding broadcast.

C.

Click the Select check box, a form is displayed.
From the Available Profiles, select the profile and
click the -> icon to choose it.

You can also click the + icon to create a new
SoftGRE profile.

Click OK.

Select an option:

Disable
SoftGRE
Ruckus GRE
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TABLE 23 AP Zone Details (continued)
Field Description Your Action

IPsec Tunnel Profile Indicates the tunnel profile for SoftGRE. Choose the option from the drop-down.

NOTE
Select the same tunnel type for
IPsec tunnel profile in WLAN

configuration.
Configuration > Syslog Options
Enable external syslog server for APs Indicates if an external syslog server is enabled. Select the check box and update the following details
for the AP to send syslog messages to the syslog server.
If the primary server goes down, the AP sends syslog
messages to the secondary server as backup:
. Primary Server Address
. Secondary Server Address
. Port for the respective servers
. Portocol: Select between UDP and TCP protocols
. Event Facility
. Priority
. Send Logs: Choose to send the General Logs,
Client Logs or All Logs
Configuration > AP SNMP Options
Enable AP SNMP Indicates if the AP SNMP option is enabled. Select the check box.
SNMPv2 Agent Indicates if the SNMPv2 agent is enabled. If the SNMPv2 agent is enabled, configure the
community settings.
a.  Click Create and enter Community.
b.  Select the required Privilege. If you select
Notification, enter the Target IP.
c.  Click OK.
SNMPv3 Agent Indicates the SNMPv3 Agent is applied. If the SNMPv3 agent is enabled, configure the

community settings.
a.  Click Create and enter User.
b.  Select the required Authentication.

c. Enter the Auth Pass Phrase.

o

Select the Privacy option.

e.  Select the required Privilege. If you select
Notification, select the option Trap or Inform and
enter the Target IP and Target Port.

f. Click OK.

Configuration > Cellular Options
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TABLE 23 AP Zone Details (continued)
Field
LTE Band Lock

Configuration > Advanced Options

Restricted AP Access Profile

NOTE
This feature is available from
5.2 release and onwards.

Channel Mode

Auto Channel Selection

Background Scan

Smart Monitor

AP Ping Latency Interval

AP Management VLAN

Rogue AP Detection

Description

Displays the list of LTE bands (4G/3G) and allows
you to lock one or more bands from the list.
Once a lock is enabled, the connection is
established only to the specified bands.

NOTE
The list of bands is only applicable
to:

] Domain

. USA
. Canada
. Japan

Restricted AP Access blocks access to the AP's
standard well know open ports to protect the
APs and enhance their security.

Indicates if location-based service is enabled. If
you want to allow indoor APs that belong to this
zone to use wireless channels that are Channel
Mode regulated as indoor-use only.

Indicates auto-channel settings.

Runs a background scan.

Indicates AP interval check and retry threshold
settings.

Measures the latency between the controller
and AP periodically, and sends this data to SCI.

Indicates the AP management VLAN settings.

Indicates rogue AP settings.
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Your Action

Select the check box and choose the band from:
o Primary Sim

. Secondary Sim

Select the Restricted AP Access profile from the drop-
down. You can also create a new profile by clicking +
icon.

NOTE
By default this feature is disabled.

NOTE
You can add maximum five Restricted AP
Access profiles for a zone.

Select the Allow indoor channels check box.

Select the check box and choose the option.

Select the respective check boxes and enter the

duration in seconds:

. Background Scanning—Changes the AP channel if
there is interference.

. ChannelFly—Continuously monitors potential

throughput and changes the AP channel to
minimize interference and optimize throughput.

Select the check box and enter the interval and
threshold.

Enable by moving the button to ON to measure latency.

Choose the option. Click VLAN ID, and then type the
VLAN ID that you want to assign (valid range is from 1 to
4094). To keep the same management VLAN ID that has
been configured on the AP, click Keep AP's settings.

ATTENTION

For standalone APs, set the AP Ethernet
port to trunk before changing the AP
Management VLAN settings.

Enable the option.
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TABLE 23 AP Zone Details (continued)

Field

Rogue Classification Policy

DoS Protection

Load Balancing

Run load balancing on 2.4 GHz radio

Run load balancing on 5 GHz radio

Band Balancing

Steering Mode

Description

Indicates the parameters used to classify rogue
APs. This option is available only if you enable
the Rogue AP Detection option.

Indicates settings for blocking a client.

Balances the number of clients or the available
capacity across APs.

Runs load balancing on 2.4 GHz band.

Runs load balancing on 5 GHz band.

Balances the client distribution across frequency
bands.

Controls the APs' steering behavior for load
balancing and band balancing.

Your Action

Select the options for rogue classification policy:

. - Enable events and alarms for all rogue
devices
- Enable events and alarms for malicious
rogues only

. Report RSSI Threshold: Enter the threshold.
Range: 0 through 100.

. Protect the network from malicious rogue access
points: Enable the option and choose one of the
following:

- Aggressive
- Auto
- Conservative

. Radio Jamming Detection: Enable the option and
enter the Jamming Threshold in percentage.

Select the check box and enter the duration in seconds.
Select the required option:

. Based on Client Count

. Based on Capacity

. Disabled

Select the option and enter the adjacent radio
threshold.

Select the option and enter the adjacent radio
threshold.

Enter the 2.4G client percentage to control the 2.4G
clients limit and to enforce band balance.

Select the option and use the slider to actively control
associated stations to meet the distribution
requirements allowing band balancing and load
balancing:

. Basic (default): During heavy load conditions, this
option withholds probe and authentication
responses in order to achieve load balance.

. Proactive: This is a dynamic form of band
balancing where some selected associated clients
are rebalanced on the AP or across APs utilizing
the 802.11v BTM. The AP sends a BTM message to
the client to roam and it is left to the client's
discretion to make its roaming decision.

. Strict: This is an aggressive form of balancing
where some selected associated clients are forced
to rebalance utilizing the 802.11v BTM. The AP
sends a BTM message to the client to roam. If the
client does not roam, the client is forced to
disconnect after 10 seconds. Additionally, some
selected non-802.11v clients are forcefully
disconnected directly to force them to roam.

NOTE

The band change is applicable only for
those connected clients that support the
802.11v standard.

Enter the percentage of client load on the 2.4 GHz band.
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TABLE 23 AP Zone Details (continued)
Field

Location Based Service

Client Admission Control

Protection Mode

AP Reboot Timeout

Recovery SSID

My.Ruckus support for Tunnel-WLAN/
VLAN

4. Click OK.

Description

Indicates that the location-based service is
enabled.

Indicates the load thresholds on the AP at which
it will stop accepting new clients.

Indicates the mechanism to reduce frame
collision.

Indicates the AP reboot settings.

Allows you to enable or disable the Recovery
(Island) SSID broadcast on the controller.

By default, support for LBO, tunneled-WLAN, and
non-default management VLAN is disabled
because it adds an ACL which affects the LBO and
tunneled-WLAN performance. Enabling this
support may have a 10 percent impact on the
Wi-Fi performance.

Working With Access Points
Understanding WLAN Services

Your Action

. Select the check box and choose the options.
. Click Create, In the Create LBS Server form:
a.  Enter the Venue Name.
b.  Enter the Server Address.
c.  Enter the Port number.
d.  Enter the Password.
Select the check box and update the following settings:
. Min Client Count
. Max Radio Load
. Min Client Throughput

Choose one of the following options:

. None
. RTS/CTS
o CTS Only

Choose the required option:

. Reboot AP if it cannot reach default gateway
after

. Reboot AP if it cannot reach the controller after

Enable Recovery SSID Broadcast.

Enable the option for support.

For SZ300 and vSZ-H, you can also migrate the Zone configuration from a regular Domain to a Partner Domain. For more information, see https://

support.ruckuswireless.com/answers/000006414

NOTE

You can also edit, clone or delete an AP Zone by selecting the options Configure £ , Clone

Access Points page.

NOTE

Ensure that Background Scan is enabled.

o

or Delete respectively, from the

When Wi-Fi is deployed in a high-density environment, despite the use of auto-channel selection, multiple APs operating on the same channel face

a significant overlap of coverage regions. This could happen more so in a 2.4 GHz band where there is limited number of available channels and

band path loss is lower than 5 GHz band. In such circumstances, the performance could be affected by AP to AP co-channel interference. To

overcome this circumstance, the Auto Cell Sizing feature uses AP to AP communication to share information on the degree of interference seen by

each other. Based on this information, the APs dynamically adjust their radio Tx power and Rx parameters (or cell size) to mitigate interference.

Enabling the Auto Cell Sizing option, disables the TX Power Adjustment configuration.
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ChannelFly and Background Scanning

SmartZone controllers offer the ChannelFly and Background Scanning automatic channel selection methods for spectrum utilization and
performance optimization.

ChannelFly has undergone significant changes in SmartZone 5.2.1, combining the benefits of the Background Scanning method and the original
Legacy ChannelFly. ChannelFly is the recommended method for all deployments.

TABLE 24
Channel Selection Method When to Use
ChannelFly Preferred for most deployments
Background Scanning For existing deployments that currently use Background Scanning
Legacy ChannelFly (Accessible only from AP CLI) When Background Scan is not allowed — Legacy ChannelFly excels at avoiding
excessive interference without the need of Background Scan
NOTE

Both channel selection methods require Background Scan, ideally with the default 20 second scan interval.
Background Scan is accessible from the zone configuration, advanced settings.

Background Scan: m Run background scan on 2.4 GHz radio every seconds (1-65535)
m Run background scan on 5 GHz radio every seconds (1-65535)

ChannelFly

ChannelFly uses Background Scan to collect information on the presence of neighboring APs and to assess how busy the channel is. The algorithm
focuses on placing neighboring APs on different channels and avoiding busy channels. A Background Scan interval of 20 seconds is recommended

for most deployments. In deployments where a larger interval is necessary, ChannelFly will still work but will take longer to settle upon a channel

plan and may be less responsive to interference.

ChannelFly uses 802.11h channel change announcements to minimize the impact of channel changes on the wireless client. Despite 802.11h,
channel changes still run the risk of disrupting wireless clients, and ChannelFly takes into the account the impact on associated clients.

The Channel Change Frequency (CCF) configuration allows the user to specify the responsive of ChannelFly to interference with consideration for
the impact on associated clients. ChannelFly will avoid performing channel changes when a certain number of clients are associated to the AP on a
per-radio basis. This threshold is defined by the CCF. With the default CCF of 33, channel changes may occur only when the number of associate
clients exceeds 3. The CCF also affects the probability that a channel change occurs when a better channel is found. However, a channel change will
only occur when the number of associate clients is below the client threshold as defined in Table 25.

Auto Channel Selection: m Automatically adjust 2.4 GHz channel using | ChannelFly v

2.4GHz - Channel Change Frequency

Mimimal . Very Often

2.4GHz - Full Optimization Period

AM PM
Time 1 23 4567 891011121 2 3 45 6 7 8 9 1011

()

The table below shows for each CCF, the number of associated clients that would bar ChannelFly from performing a channel change.

TABLE 25 Client Threshold Table
CCF 100 90 80 70 60 50 40 30 20 10 1
Client Threshold 10 9 8 7 6 5 4 3 2 1 0
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For deployments where impact on the clients is less of a consideration and avoiding interference is paramount, higher values of CCF are

recommended.

For deployments with low client counts, two or fewer associated clients per AP on average, a CCF of 10 or 20 is recommended. For deployments
where channel changes are not allowed to impact any associate client, a CCF of 0 is recommended. For deployments where impact on clients is less
of a consideration and avoiding interference is paramount, higher values of CCF are recommended.

The Full Optimization Period configuration specifies a period of time where ChannelFly is allowed to ignore the impact of channel changes on
associated clients. During this time, preferably when the wireless network is not expected to be actively servicing clients such as the middle of the
night, ChannelFly will be free to full optimize the channel plan. A higher number of channel changes may be observed during this time.

The Full Optimization Period can be specified by clicking and clicking-and-dragging the time bar. The time periods can be non-contiguous, and the
period can be disabled entirely by clicking the blue box under Time.

Auto Channel Selection: m Automatically adjust 2.4 GHz channel using | ChannelFly A

2.4GHz - Channel Change Frequency

Minimal . Very Often

2.4GHz - Full Optimization Period

AM PM
Time 1 23 4567 8 9291011121 2 3 4 5 6 7 8 9 10 11

()

For the first hour following the reboot of an AP, ChannelFly may perform up to six channel changes in order to quickly settle upon a channel plan.
During this period, ChannelFly will ignore the impact of channel changes on associated clients.

The table below summarizes the channel change behavior for each of the ChannelFly states.

TABLE 26
State Behavior
AP reboot Channel changes may occur at higher frequency for the first hour
Normal operation Channel changes may occur only when the number of associated clients is
greater than the client threshold based on the Channel Change Frequency
Full Optimization Period Channel changes may occur at higher frequency

You can enable/disable ChannelFly per band. If you have 2.4 GHz clients that do not support 802.11h, Ruckus recommends disabling ChannelFly for
2.4 GHz but leaving it enabled for the 5 GHz band.

To revert to Legacy ChannelFly, first select ChannelFly in SmartZone, then from AP CLI:

rkscli: set channselectmode wifi[0/1] <mode> wifi0 — 2.4 GHz wifil — 5 GHz<mode> - 1: ChannelFly0: Legacy ChannelFly
rkscli: set channselectmode wifi[0/1] <mode>

wifi0 — 2.4 GHz

wifil —5 GHz

<mode> - 1: ChannelFly

0: Legacy ChannelFly

Background Scanning
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Background Scanning is a channel selection method, and Background Scan is the AP functionality where the AP briefly leaves the home channel to
scan another channel.

Background Scanning uses Background Scan to collect information on the presence of neighboring APs. Background Scanning focuses on finding a
channel with the fewest number of neighbors.

When the AP is rebooted, Background Scanning will enter a training period where the number of channel changes may be elevated in the first hour.

Background Scan is required, with the recommended default scan interval of 20 seconds. In situations where a larger scan interval is necessary,
Background Scan will require a longer training period.

NOTE
Background Scan must be enabled for SmartZone controllers to detect rogue APs on the network.

VLAN Pooling

When Wi-Fi is deployed in a high density environment (such as a stadium) or on a university campus to provide access for students, the number of
IP addresses required for client devices can easily run into several thousands.

Allocating a single large subnet results in a high probability of degraded performance due to factors like broadcast/multicast traffic.

To address this problem, VLAN pooling provides a method by which administrators can deploy pools of multiple VLANs from which clients are
assigned, thereby automatically segmenting large groups of clients into smaller subgroups, even when connected to the same SSID.

As the client device joins the Wi-Fi network, the VLAN is assigned based on a hash of the client’s MAC address (by default).

Creating an AP Group

Creating an AP group means creating a configuration profile that defines the channels, radio settings, Ethernet ports and other configurable fields
for all members of the group or for all APs of a specific model in the group.

Follow these steps to create an AP group.

1. From the left pane, select Access Points. The below figure appears.

FIGURE 46 Access Point

Access Points (5) 2online 1flagged 2 offiine View Mode:  List | Group.  Mesh  Map
+ |2 x| ore <& oo = Move | B Delete | hore ¥ parch tat alz|xle
a e o MAC Address & AP Hamao Moy L

5 records 1

2. From the System tree hierarchy, select the location (for example: System, Domain, Zone) and click + . The following figure appears.
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FIGURE 47 Create Groups

Create Group

Hame:

Description:

Configuration

General Options

Location:

Location Additional

®| AP Group
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Override

RN

3. Enter the details as explained in the following table.

NOTE

You can also edit the configuration of default APs by selecting the AP and clicking the

4. Click OK.

TABLE 27 AP Group Details
Field
Name
Description

Type

Parent Group

Configuration > General Options
Location
Location Additional Information

GPS Coordinates

Configuration > Group Members

Members

Access Points

Configuration > Radio Options

Description
Indicates a name for the Zone/AP group.
Indicates a short description.

Indicates if you are creating a domain, zone or an AP
group.

Indicates the parent group that this AP group
belongs.

Indicates generic location.
Indicates detailed location.

Indicates the geographical location.

Displays the list of APs that belong to the group.

Displays the list of APs that belong to the zone.
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Cancel

#

icon.

Your Action
Enter a name.
Enter a brief description

Appears by default. You can also choose the option.

Appears by default.

Enter the location.

Enter additional location information.

Enter the following coordinates in meters or floor:
. Longitude
. Latitude
. Altitude

Select the members from the list and click Move to to assign
them to the required group.

Select the Access Points from the list and click Add to
Group.
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TABLE 27 AP Group Details (continued)
Field

Channel Range (2.4G)

5.8 Ghz Channels

5.8 Ghz Channels License

Channel Range (5G) Indoor

Channel Range (5G) Outdoor

Radio Options b/g/n (2.4 GHz)

94

Description

Indicates that you want to override the 2.4GHz
channel range that has been configured for the zone
to which this AP group belong.

Provides C-band support for all Outdoor APs and the
following Indoor APs: R310, R510, R710.

NOTE

This feature is available only for
countries that support 5.8Ghz channel.
For example, UK provides indoor AP—
5.8Ghz channel support.

Enables full TX Power Adjustment for C-band
channels.

NOTE
This feature is supported only for UK.

Indicates for what channels want the 5GHz radios of
managed indoor APs to operate.

Indicates for what channels want the 5GHz radios of
managed outdoor APs to operate.

Indicates the radio option 2.4 GHz configurations.

Your Action

Select Select Channel Range (2.4G) check boxes for the
channels on which you want the 2.4GHz radios of managed
APs to operate. Channel options include channels 1 to 11. By
default, all channels are selected.

Select the Allow 5.8Ghz channels check box.

Select the Allow 5.8Ghz channels use full power check box.

Select the check boxes.

Select the check boxes.

Select the following options:

Channelization—Set the channel width used
during transmission to either 20 or 40 (MHz), or
select Auto to set it automatically.

Channel—Select the channel to use for the b/g/n
(2.4GHz) radio, or select Auto to set it
automatically.

Auto cell sizing— Select this option to enable APs
to share information on interference seen by
each other and dynamically adjust their radio Tx
power and Rx parameters to minimize
interference. Enabling this option, disables the TX
Power Adjustment configuration.

NOTE
Ensure that Background Scan is
enabled.

TX Power—Select the preferred TX power, if you
want to manually configure the transmit power

on the 2.4GHz radio. By default, TX power is set

to Full on the 2.4GHz radio

WLAN Group—Specifies to which WLAN group
this AP group belongs.
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